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-

The context

® [Formal analysis of security protocols
® Strand spaces, multiset rewriting, theorem proving ...
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°

The context

Formal analysis of security protocols
Strand spaces, multiset rewriting, theorem proving ...

Distributed temporal logic

Caleiro, Vigano and Basin. Relating strand spaces and distributed temporal logic for
security protocol analysis. Logic Journal of the IGPL, in print.

Caleiro, Vigano and Basin. Metareasoning about security protocols using distributed
temporal logic. ENTCS 125(1).67-89, 2005.

Caleiro, Vigano and Basin. Towards a metalogic for security protocol analysis. In
Proceedings of the CombLog'04 Workshop, 2004.
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The problem

The Needham-Schroeder Public-Key Authentication Protocol

(nspkqy) al b : (ny):fni;agk,
(nspkz) b! a : (n2):fn1;n2gKa
(nspk3) al! b fnogk,
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The problem
-

The Needham-Schroeder Public-Key Authentication Protocol

(nspkqy) al b : (ny):fni;agk,
(nspkz) b! a : (ng):fnl;nnga
(nspk3) al! b fnogk,

How to formalize a protocol speci ed in Alice&Bob-notation ?
What is the meaning of such protocol descriptions?
How much is made explicit or left implicit?

What is the expressive power of Alice&Bob-style protocol
speci cations?
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A little philosophy and literary theory
-

deconstruction

“(noun) a method of critical analysis of language and text which
emphasizes the relational quality of meaning and the assumptions implicit
In forms of expression”

taken from the Compact Oxford English Dictionary

-
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The plan

Preliminaries

The standard semantics

Good examples and bad examples

Message forwarding and conditional abortion
Opaque and transparent messages
Incremental symbolic runs

Characterization theorems

Conclusion and further work
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Preliminaries

-

Messages are built from atomic messages (identi ers, numbe rs, and
variables) by pairing, encryption and hashing

Perfect cryptography

Every message can be used as an encryption key and has an
Inverse for decryption

Communication is asynchronous and takes place over a hostile
network
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Preliminaries

-

Messages are built from atomic messages (identi ers, numbe rs, and
variables) by pairing, encryption and hashing

Perfect cryptography

Every message can be used as an encryption key and has an
Inverse for decryption

Communication is asynchronous and takes place over a hostile
network

Honest actions
s(M; A) — sending the message M to the principal A
r(M) — receiving the message M
f(N) — generating the fresh number N
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Preliminaries

o N

In general, a protocol description in Alice&Bob-notation involves a
collection of principal variables corresponding to protocol participants (a;)
and of number variables (n; ), and consists of a sequence Istep; : ::step,|

of message exchange steps, each of the form

(stepg) as! a [ (Ng;:iiiNg): M
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Preliminaries

o N

In general, a protocol description in Alice&Bob-notation involves a
collection of principal variables corresponding to protocol participants (a;)
and of number variables (n; ), and consists of a sequence Istep; : ::step,|
of message exchange steps, each of the form

(stepg) as! a [ (Ng;:iiiNg): M

These steps are meant to prescribe a sequence of actions to be executed
by each of the participants in a run of the protocol. But how?

o |
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The standard semantics

o N

(stepg) as! a [ (Ng;:iiiNg): M

The sequence of actions corresponding to the execution of a's role in the

protocol is a-run = step? step , , Where stepg is de ned by
8
2 Mf(ng, ) :::f(ng ) :s(M;ar)i ifa= as
stepg = S (M) ifa= a
" hi otherwise
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A good example

The Needham-Schroeder Public-Key Authentication Protocol

(nspkqy) al b : (ny):fnq;agk,
(nspkz) b! a : (n2):fn1;n2gKa
(nspkyz) al! b fnogk,
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A good example

The Needham-Schroeder Public-Key Authentication Protocol

(nspkqy) al b : (ny):fnq;agk,
(nspk,) bl a : (n2):fni;nagk,
(nspkyz) al! b fnogk,

a-run @ M(ny):s(fny;agk,;b) :r(fni;nagk,) :s(fnagk,; b
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A good example

The Needham-Schroeder Public-Key Authentication Protocol

(nspkqy) al b : (ny):fnq;agk,
(nspk,) bl a : (n2):fni;nagk,
(nspkyz) al! b fnogk,

a-run @ M(ny):s(fny;agk,;b) :r(fni;nagk,) :s(fnagk,; b

brun: hr(fng;agk,) :f(n2) :s(fny;nagk, ;@) r(fnagk, )l
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Another example

The Otway-Rees Authentication/Key-Exchange Protocol

(ory)
(ory)
(or3)
(ory)

b!
S|
b!

b
S
b
a

(ny):i;a; b fng;i;a; bgg .
(n2):isa; b fng;isa; bgg,, s fnesi;a; bog,,
(k):i;fng ke, 5N kok .

1;fNg; KOk ..
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Another example

o N

The Otway-Rees Authentication/Key-Exchange Protocol

(orl) al b : (nl):i;a;b;fnl;i;a;ml(as
(or;) b! s : (n):i;abifngi;ahge, ;fnai;a by,
(or3) s! b : (k):i;fnykoe,. ;fnokok,.

(ory) b! a : 1;fNg; KOk ..
b-run :
hr(i;a; b fng;i;a; bk, ):
f(ny) :

s(i;a; b fng;i;a;bgg . ;fnosi;a bk, :S):
r(i;fny; Kok . ;fnos kg, ) :
s(i;fny; ko . ;@)
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A bad example
B -

The Otway-Rees Authentication/Key-Exchange Protocol

(ory) al! b : (n):i;a;bfngi;a; bgg,
(or;) b! s : (n):i;abifngi;ahge, ;fnai;a by,
(or3) s! b : (k):i;fnykoe,. ;fnokok,.

(ory) b! a : 1;fNg; KOk ..
b-run :
hr(i;a; b fng;i;a bgk .. ):
f(ny) :

s(i;a; b fng;i;a;bgk . ;fnosi;a bk, :S):
r(i;fny; Kok . fnos kg, ) :
s(i;fny; ko . s @)l
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Message variables

The Otway-Rees Authentication/Key-Exchange Protocol

(ory) al! b (ni):i;arbfngi;a;bgk,,

(orp) bl s (n):i;abfng;i;a bk, ;fno;i;a bok,,

(org) s! b : (k):;fng kok,. i fno Kok,

(ory) b! a : 1;fNg; KOk ..
B-run : symbolic b-possrun :
hr(i;a; b fng;i;a bgk .. ): hr(i;a;b;my):
f(ny): f(ny):
s(ha b fny;ia;bge s fna i abge, ;8):  s(i;a byma;fng;isa; by,
r(i; fng kok s fnos Kok, ) : r(i;mo;fno; kKge .. ):
s(i;fny; ko . s @)l s(1; my; a)i

-

;S) -

|
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Message variables

-

The Otway-Rees Authentication/Key-Exchange Protocol

(ory) al! b (ny):i;abfng;i;a; bgk ..

(orp) bl s (n):i;abfng;i;a bk, ;fno;i;a bok,,

(org) s! b : (k):;fng kok,. i fno Kok,

(ory) b! a : 1;fNg; KOk ..
symbolic b-possrun :
hr(i;a;b;my):

Message f(ny)
Forwarding s(i;a b ma;fng;iia; by, i)

r(i;mo;fno; kKge .. ):
s(1; my; a)i

|
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Another bad example

o N

The Asokan-Shoup-Waidner Optimistic Fair-Exchange Subprotocol

(aswqy) al! b (n):fKg Ky t;H(N1)gy o

(aswp) Dbl a : (ng):ff Ka;Kb;t;H(nl)gKa1;H(n2)gKb1
(aswz) a! b Ny

(asw,) b! a n,
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Another bad example
B -

The Asokan-Shoup-Waidner Optimistic Fair-Exchange Subprotocol

(aswqy) al! b (n):fKg Ky t;H(N1)gy o
(aswp) Dbl a : (ng):ff Ka;Kb;t;H(nl)QKa1;H(n2)9|<b1
(aswz) a! b Ny
(asw,) b! a n,
b-run :
hr(fKa;Kp tiH(n1)gye 1)1 f(n2) s(ff Ko KpitiH(n1)ge 15 H(N2)ge 1:8)r(n1) 1 s(nz; a)i
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Another bad example

-

The Asokan-Shoup-Waidner Optimistic Fair-Exchange Subprotocol

(aswqy) al! b (n):fKg Ky t;H(N1)gy o

(aswp) Dbl a : (ng):ff Ka;Kb;t;H(nl)QKa1;H(n2)9|<b1
(aswz) a! b Ny

(asw,) b! a n,

b-run :
hr(fKa; Ko tiH(N1)ge 1) 0 f(n2) is(ff Ka; K tiH(N1) g 13 H(N2)ge ;@) :r(n1): s(n;a)i

Message Variables
Needed

~p.23



Even so ...

o N

The Asokan-Shoup-Waidner Optimistic Fair-Exchange Subprotocol

(aswqy) al! b (n):fKg Ky t;H(N1)gy o
(asw,) b! a (nz):ffKa;Kb;t;H(nl)gKa1;H(n2)gKb1

(aswz) a! b Ny
(asw,) b! a N,
b-possrun :
hr(fKa; Kp;t;mige 1): f(n2) :s(ff Ka;Kp,t;mygy 1 H(n2)gg 1;a):r(n1): s(nz;a)i
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Even so ...

o N

The Asokan-Shoup-Waidner Optimistic Fair-Exchange Subprotocol

(aswqy) al! b (n):fKg Ky t;H(N1)gy o
(asw,) b! a (nz):ffKa;Kb;t;H(nl)gKa1;H(n2)gKb1

(aswz) a! b Ny
(asw,) b! a N,
b-possrun :
hr(fKa; Kp;t;mige 1): f(n2) :s(ff Ka;Kp,t;mygy 1 H(n2)gg 1;a):r(n1): s(nz;a)i

Eager Check
Needed
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With eager checking

-

The Asokan-Shoup-Waidner Optimistic Fair-Exchange Subprotocol

(aswq)
(asw)
(aswy)
(asw,)

b-possrun :
hr(fKa; Kp; t;mpgy

b-possruns :

r(fKa; Kos t;magy

hr(fKq; Kp; t;mpgy
r(fKa; Kp; t;mig,
hr(fKa; Kp; t;H (N

hr(fKa; Ky t; H(Nny

al b 1 (M)ifKaKpt;H(N1)g 1

bt a : (n2):ff KaiKp tiH(n1)g,, 1iH(N2)g,
al b : N1

b! a : No

1) f(n2) :s(ff Ka;Kp;t;magy 1] H(nz)gKbl;a):r(nl):
1)]

1) f(no)i

1) f(n2) :s(ff Ka;Kp;t;magy 1] H(nz)gKbl;a)i

)gKal): f(nz):s(ffKa;Kb;t;H(nl)gKal; H(nz)gKbl;a):r(nl)i

)¢, 1) f(n2) s(ff Ka; Kp;tiH(N1)gy | 1 H(nz)gKbl;a):r(nl):

s(ny; a)i

S(HZ;E
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With eager checking
- -

The Asokan-Shoup-Waidner Optimistic Fair-Exchange Subprotocol

(aswqy) al! b (n):fKg Ky t;H(N1)gy o
(asw,) b! a (nz):ffKa;Kb;t;H(nl)gKa1;H(n2)gKb1

(aswz) a! b Ny
(asw,) b! a n,

Conditional
b-possruns : Abortlon
r(fKa; Ko t;mig 1)
r(fKa; Kp;t;magy 1) f(ny)i
H(fKa;Kb;t;mngal): f(ny) :s(ff Ka; Kp; t;m1gy 1, H(nz)gKb 1;a)l

H(fKa;Kb;t;H(nl)gKal): f(nz):s(ffKa;Kb;t;H(nl)gKal; H(nz)gKbl;a):r(nl)i
L”(fKa;Kb;t;H(nl)gKal)i f(n2) 's(ff Ka; K ;H(N1) g, 15 H(N2)ge 15@)ir(ng): S(nz;ﬂ
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Forwarding and conditional abortion

o N

standard



Forwarding and conditional abortion

o N

symbolic

standard



Forwarding and conditional abortion

o N

symbolic

Incremental symbolic runs

standard



Opaque and transparent messages

o N

analysis
M1; M M1; M fMge K !
My M M
synthesis
M1 My M K M
Mi; M fM gk H(M)
| {z }
close(S)



Opaque and transparent messages

-

a-run = hactq;:::;actgl
actq acto, acts
DO /b1 /b2 /L
8
2D,

B

initial data D2

aCtS 1

acts

DYt = _ close(D} [f Mg) ifactin

* close(D. [f ng)

/bg1 1 /1{:){?1
ifacti;; = s(M,y)
= (M)
if actj+; = f(n)
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Opaque and transparent messages

o N

a-run = hacty::::;actsi initial data D2
act act, acts acts 1 acts
DY /bl /b2 I Ibs 1 Ibs
8
2Dl ifacti, = s(M;y)

DYt = _ close(DL [f Mg) ifacti = r(M)
" close(DL [f ng) ifacti+1 = f(n)

Executability
for each participantaand1 i t,ifact; = s(M;b)thenM 2 D! !

o |
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Opaque and transparent messages

o N

iven the closed dataset D

& If M is atomic
%VD(Ml) Vo (M2) iftM = M;M>
WwM)= _fvp(M1)gy, k) iIfM =FfMigxk andK *2D orMy;K 2D
EH(VD(Ml)) ifM =H(M{)and M1 2 D
otherwise

—p. 34



Opaque and transparent messages

o N

iven the closed dataset D

8 If M is atomic
%VD(Ml) Vo (M2) ifM = M{;M;
WwM)= _fvp(M1)gy, k) iIfM =FfMigxk andK *2D orMy;K 2D
EH(VD(Ml)) ifM =H(M{)and M1 2 D
otherwise

Abadi and Rogaway. Reconciling two views of cryptography. Journal of Cryptology
15(2):103-127, 2002.

o |
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Opaque and transparent messages

o N

iven the closed dataset D

8 If M is atomic
%VD(Ml) Vo (M2) iftM = M;M>
WwM)= _fvp(M1)gy, k) iIfM =FfMigxk andK *2D orMy;K 2D
EH(VD(Ml)) ifM =H(M{)and M1 2 D
otherwise

A message M is

D-transparentifvp (M) = M

D-opaque ifvp (M) = my , i.e.
M=fMigk,K tZDandfM;;Kg* D, orelse
M=H(Myand M, 2D

.

~p.36



Opaque and transparent messages

o N

iven the closed dataset D

8 If M is atomic
%VD(Ml) Vo (M2) iftM = M;M>
WwM)= _fvp(M1)gy, k) iIfM =FfMigxk andK *2D orMy;K 2D
EH(VD(Ml)) ifM =H(M{)and M1 2 D
otherwise

A message M is
D-transparent if vp (M) = M EagerneSS
D-opaque ifvp (M) = my , i.e.
M=fMigk,K tZDandfM;;Kg* D, orelse
M=H(Myand M, 2D

.

—p.37



Incremental symbolic runs

o N

a-run = hacty::::;actsi initial data D2

actq act» acts acts 1 acts

DY /bl /b2 I Ibs 1 Ibs




Incremental symbolic runs

o N

a-run = hacty::::;actsi initial data D2

actq act» acts acts 1 acts

DY /bl /b2 I Ibs 1 Ibs

a-possruny ©  hactii
a-possrun, :  hact? : actsi
a-possrung :  hAact3 :acts : act3i

a-possrung : hactj :act3:act3: ::::acti

where each a-possrun; = vpi (a-runj;), I.e. act} = Vpi (act;)

o |
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Characterization theorems

o N

The Needham-Schroeder Public-Key Authentication Protocol

(nspkqy) al b : (ny):fni;agk,
(nspk,) bl a : (n2):fng;nagk,
(nspk3) al! b fnogk,
a-run : f(ny):s(fni;agk,;b) :r(fni;nagk,) :s(fnagk,; b

—p. 40



Characterization theorems

-

The Needham-Schroeder Public-Key Authentication Protocol

a-run .

a-possruny .
a-possrun, .
ad-possrung .

a-possruny :

(nspkqy) al b : (ny):fni;agk,
(nspk,) bl a : (n2):fni;nagk,
(nspk3) al! b fnogk,

hf(ny):s(fng;age,;0) r(fng;nzgk,) i s(fnagk,; b

H(nq)i

hi(ny) :s(fni;agk,; b

f(nq1):s(fny;agk, ;b :r(fng;nagg, )i

f(nq1) :s(fny;agk,;b) :r(fni;nage,) s s(fnagk,; bi
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Characterization theorems
- -

Theorem

The standard sequence a-run is representative if and only if
every received message is transparent when it is received, i.e.
if act; = r(M), then M is D! -transparent.

—p.42



Characterization theorems

o N

Theorem

The standard sequence a-run is representative if and only if
every received message is transparent when it is received, i.e.

if act; = r(M), then M is D! -transparent.

For instance, NSPK ful Is this condition
Otway-Rees and Asokan-Shoup-Waidner do not

o |
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Characterization theorems

o N

The Otway-Rees Authentication/Key-Exchange Protocol

(ory) al! b (ny):i;abfng;i;a; bgk ..

(orp) bl s (n):i;abfng;i;a bk, ;fno;i;a bok,,
(org) s! b : (k):;fng kok,. i fno Kok,

(ory) b! a : 1;fNg; KOk ..

b-possrun :

hr(i;a;lbmq) i f(n2) :s(i;a;byma;fny;i;a; bge,, ;s):r(i;ma;fnykge,, ) :s(i; my;a)i
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Characterization theorems

-

The Otway-Rees Authentication/Key-Exchange Protocol

(ory)) a! b
(or,) Db! s
(or3) s! Db
(ory) b! a
b-possrun :
hr(i;a;b;my):f(ny):s(i
b-possruns :
hr(i;a;lbymoq)i

br(i;a;b;my):f(no)i
hr(i;a;b;my):f(ny):s(i
hr(i;a;b;my):f(ny):s(i

L br(i;a; b, myq) :f(ny) :s(

(n1):i;a; b fng;i;a; bok
(n2):isa; b fng;isa; bok . ;s fnosisa; bk,
(k)i fng; Kok s fnos Kok,

1;fNg; KOk ..

ya; bbmy;fny

;a;bymy;fny;

;a, bbmy;fny

;a; bymy;fn;

1 a; bk,

I;a; bok ..
15 a; bok L,
1 a; gk

S):r(i;my;fny; kok . ) i s(i;my;a)i

;' S)]
;S) :r(i;my;fnokge,, )i

;S) ir(i;mo; fng; kgk,. ) i s(i; my;a)i J
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Characterization theorems

o N

Theorem

The symbolic sequence a-possrun is representative if and only if

every received message preserves the message variables that occur in
the views of previously received messages, i.e.

If ] <1, act; and act; are receiving actions, and my, occurs in

Vpi :(actj), then my also occurs in vpi (act;).

—p. 46



Characterization theorems

o N

Theorem

The symbolic sequence a-possrun is representative if and only if

every received message preserves the message variables that occur in
the views of previously received messages, i.e.

If ] <1, act; and act; are receiving actions, and my, occurs in

Vpi :(actj), then my also occurs in vpi (act;).

For instance, NSPK and Otway-Rees ful ll this condition
Still, Asokan-Shoup-Waidner does not

o |
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Characterization theorems

-

all protocols

incremental symbolic run:

symbolic

standard



Conclusion and further work

-

Denotational semantics of Alice&Bob-style protocol speci cations
Incremental symbolic runs
Message forwarding
Conditional abortion

Operational semantics
Basis for automated protocol analysis tools
Step towards implementation

Fill in the gap between Alice&Bob-notation and HLPSL
Distributed temporal logic

Object level and metalevel reasoning
Reduction results
Calculus
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Conclusion and further work

-

Denotational semantics of Alice&Bob-style protocol speci cations
Incremental symbolic runs
Message forwarding
Conditional abortion

Operational semantics

Basis for automated protocol analysis tools

Step towards implementation
Fill in the gap between Alice&Bob-notation and HLPSL
Distributed temporal logic

Object level and metalevel reasoning
Reduction results
Calculus

Thank you!
.

—p. 50
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