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Plan of the day

09:00 – 10:00 Introduction to security protocols (LV)

10:00 – 12:30 Internet protocols (DvO)

14:00 – 15:00 Formal methods for security protocol analysis (LV)

15:00 – 18:00 Methods for automated protocol analysis (SM)
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Road map

• Introduction to security protocols.

� Motivation.

� A brief introduction to cryptography.

� Basic notions.

� An example: Needham-Schroeder Public Key Protocol.

� Protocol attacks.

• Formal methods for security protocol analysis.

N.B.: this is a survey, and as such is partial and incomplete.
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Motivation

Charlie
(the intruder)

Alice
(a principal)

Bob
(a principal)

Information
ChannelMessage Message

• How do we turn untrustworthy channels into trustworthy ones?

Confidentiality: Transmitted information remains secret.

Integrity: Information not corrupted (or alterations detected).

Authentication: Principals know who they are speaking to.

• Cryptography is the enabling technology.
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Motivation — Examples
• Example: Securing an e-banking application.

A→ B: “Send $10,000 to account X”
B → A: “I’ll transfer it now”

� How does B know the message originated from A?

� How does B know A just said it?

• Other examples:
� Constructing secure channels in wireless networks.

� A micro-payment scheme for E-Commerce.

� An access control system for area-wide ski-lifts.

• How can one build distributed algorithms for doing this?

Solutions involve protocols like IPSEC, KERBEROS, SSH, SSL,

SET, PGP... which exploit cryptographic algorithms.
AVASP 03.04.2005
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General cryptographic schema

Encryption DecryptionPlaintext
Ciphertext

Key1 Key2

Plaintext
P C P

where EKey1(P) = C , DKey2(C ) = P

• Symmetric algorithms.

� Key1 = Key2 , or are easily derived from each other.

• Asymmetric or public key algorithms.

� Different keys, which cannot be derived from each other.

� Public key can be published without compromising private key.

• Encryption and decryption should be easy, if keys are known.

• Security depends on secrecy of the key, not the algorithm.
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Encryption/decryption

• A, the alphabet, is a finite set.

• M ⊆ A∗ is the message space. M ∈M is a plaintext (message).

• C is the ciphertext space, whose alphabet may differ from M.

• K denotes the key space of keys.

• Each e ∈ K determines a bijective function fromM to C, denoted

by Ee. Ee is the encryption function (or transformation).

• For each d ∈ K, Dd denotes a bijection from C to M.

Dd is the decryption function.

• Applying Ee (or Dd) is called encryption (or decryption).
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Encryption/decryption (cont.)

• An encryption scheme (or cipher) consists of a set {Ee : e ∈ K}
and a corresponding set {Dd : d ∈ K} with the property that for

each e ∈ K there is a unique d ∈ K such that Dd = E−1
e ; i.e.,

Dd(Ee(m)) = m for all m ∈M .

• The keys e and d above form a key pair, sometimes denoted by

(e, d). They can be identical (i.e., the symmetric key).

• To construct an encryption scheme requires fixing a message

space M, a ciphertext space C, and a key space K, as well as

encryption transformations {Ee : e ∈ K} and corresponding

decryption transformations {Dd : d ∈ K}.
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An example

Let M = {m1,m2,m3} and C = {c1, c2, c3}. There are 3! = 6

bijections from M to C. The key space K = {1, 2, 3, 4, 5, 6}
specifies these transformations.

E4

E1 E2 E3

E5 E6

m1
m2
m3

m1
m2
m3

m1
m2
m3

m1
m2
m3

m1
m2
m3

m1
m2
m3

c1
c2
c3

c1 c1

c1 c1 c1

c2 c2

c2c2c2
c3 c3 c3

c3c3

Suppose Alice and Bob agree on the transformation E1. To encrypt
m1, Alice computes E1(m1) = c3. Bob decrypts c3 by reversing the
arrows on the diagram for E1 and observing that c3 points to m1.
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Symmetric key encryption

• Consider an encryption scheme {Ee : e ∈ K} and {Dd : d ∈ K}.
The scheme is symmetric-key if for each associated pair (e, d) it is

computationally “easy” to determine d knowing only e and to

determine e from d. In practice e = d.

• Other terms: single-key, one-key, private-key, and conventional

encryption.

• A block cipher is an encryption scheme that breaks up the

plaintext message into strings (blocks) of a fixed length t and

encrypts one block at a time.

• A stream cipher is one where the block-length is 1.
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Background: one-way functions

• A function f : X → Y is a one-way function, if f is “easy” to

compute for all x ∈ X, but f−1 is “hard” to compute.

• Example: Problem of modular cube roots.

� Select primes p = 48611 and q = 53993.

� Let n = pq = 2624653723 and X = {1, 2, . . . , n− 1}.
� Define f : X → N by f(x) = x3 mod n.

� Example: f(2489991) = 1981394214. Computing f is easy.

� Inverting f is hard: find x which is cubed and yields remainder!

• A trapdoor one-way function is a one-way function f : X → Y

where, given extra information (the trapdoor information) it is

feasible to find, for y ∈ Im(f), an x ∈ X where f(x) = y.

• Example: Computing modular cube roots (above) is easy when p

and q are known (basic number theory).
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Public-key cryptography

• Public key cryptography is based on two keys: e and d.

� Schema designed so that given a pair (Ee, Dd), knowing Ee it is

infeasible, given c ∈ C to find an m ∈M where Ee(m) = c.

This implies it is infeasible to determine d from e.

� Ee constitutes a trap-door one-way function with trapdoor d.

• Public key as e can be public information:
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Definitions

• A protocol consists of a set of rules (conventions) that determine

the exchange of messages between two or more principals.

In short, a distributed algorithm with emphasis on communication.

• Security (or cryptographic) protocols use cryptographic

mechanisms to achieve security objectives.

Examples: Entity or message authentication, key establishment,

integrity, timeliness, fair exchange, non-repudiation, ...

• Small recipes, but nontrivial to design and understand.

Analogous to programming Satan’s computer.
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Messages

• Message constructors are:

Names: A, B or Alice, Bob, ... .

Keys: K and inverse keys K−1 (for signing, not decryption)

Encryption: {M}K. Encryption with A’s public key: {M}KA
.

Signing: {M}K−1. Signing with A’s private key: {M}K−1
A

.

Symmetric keys: {M}KAB
.

Nonces: NA, N1, ... fresh data items used for challenge/response.

N.B.: sometimes subscripts are used, e.g. NA, but it does not

mean that principals can find out that NA is related to (e.g. was

generated by) A.

Timestamps: T . Denote time, e.g. used for key expiration.

Message concatenation: {M1,M2}.

• Example: {A, T1,KAB}KB
.
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Communication

• Fundamental event is communication.

A→ B : {A, T1,KAB}KB

• A and B are roles.

A role is a procedure specified for each party in a protocol and

that can be instantiated by any principal playing in the role.

� A, B, ... are protocol variables corresponding to roles.

� Their values (e.g. Alice, Bob, a, b,...) are principals.

• Communication is asynchronous (depending on semantic model).

• Sender/receiver names “A→ B” are not part of the message.

• Protocol specifies actions of principals.

Equivalently: it defines a set of event sequences (traces/states).
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