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Abstract

We investigate the complexity of the protocol insecurity
problem for a finite number of sessions (fixed number of in-
terleaved runs). We show that this problem is NP-complete
in a Dolev-Yao model of intruders. The result does not
assume a limit on the size of messages and supports non-
atomic symmetric encryption keys. We also prove that in
order to build an attack with a fixed number of sessions the
intruder needs only to forge messages of polynomial size,
provided that they are represented as dags.

Introduction

Even assuming perfect cryptography, the design of pro-
tocols for secure electronic transactions is highly error-
prone and conventional validation techniques based on in-
formal arguments and/or testing are not sufficient for meet-
ing the required security level.

On the other hand, verification tools based on for-
mal methods have been quite successful in discovering
new flaws in well-known security protocols. These meth-
ods include state exploration using model-checking as in
[16, 25, 22, 5, 2], logic programming [19], term rewriting
[6, 15], tree automata [12] or combination of these tech-
niques. Other approaches aim at proving the correctness of
a protocol . They are based on authentication logics or prov-
ing security property by induction using interactive proof-
assistants (see [3, 23]).

Although the general verification problem is undecidable
[11] even in the restricted case where the size of messages is
bounded [10], it is interesting to investigate decidable frag-
ments of the underlying logics and their complexity. The
success of the practical verification tools indicates that there
may exist interesting decidable fragments that capture many
concrete security problems. For instance, [10] shows that

when messages are bounded and when no nonces (i.e. new
data) are created by the protocol and the intruder, then the
existence of a secrecy flaw is decidable and DEXPTIME-
complete. The complexity for the case of finite sessions is
mentioned as open in [10].

A related decidability result is presented in [14, 1]. The
authors give a procedure for checking whether an unsafe
state is reachable by the protocol. Their result holds for the
case of finite sessions but with no bounds on the intruder
messages. The detailed proof in [1] does not allow general
messages (not just names) as encryption keys. The authors
have not analyzed the complexity of their procedure1.

Our result states that for a fixed number of interleaved
protocol runs but with no bounds on the intruder messages
the existence of an attack is NP-complete. We allow public
key encryption as well as the possibility of symmetric en-
cryption with any message. In this paper we only consider
secrecy properties. However authentication can be handled
in a similar way. Hence, here a protocol is considered inse-
cure if it is possible to reach a state where a secret term gets
possessed by the intruder. Thanks to the proof technique,
we have been able to extend the result directly to various
intruder models and to protocols with choice points.

Layout of the paper: We first introduce in Section 1 our
model of protocols and intruder and the notion of normal
attack. Then in Section 2 we study properties of deriva-
tions with intruder rules. This allows us to derive polyno-
mial bounds for normal attacks and then to show that the
problem of finding a normal attack is in NP. We show in
Section 3 that the existence of an attack is NP-hard. In Ap-
pendix we show that the NP procedure of Section 2 can be
extended to handle stronger intruder model (Appendix 4.1)
weaker intruder model (Appendix 4.2) and also protocols
with choice points (Appendix 4.3).

1They have announced recently an NP procedure for atomic keys



1 The Protocol Model

We consider a model of protocols in the style of [4]. The
actions of any honest principal are specified as a partially
ordered list that associates to (the format of) a received mes-
sage its corresponding reply. The activity of the intruder is
modeled by rewrite rules on sets of messages. We consider
that the initialization phase of distributing keys and other
information between principals is implicit. The approach
is quite natural and it is simple to compile a wide range of
protocol descriptions to our formalism. For instance exist-
ing tools such as CAPSL [7, 8] or CASRUL [15] would
perform this translation with few modifications.

We present our model more formally now.

Names and Messages

The messages exchanged during the protocol execution are
built using pairing

�
_ � _ � and encryption operators � _ ���_,� _ ���_ . We add a superscript to distinguish between public

key ( � ) and symmetric key ( � ) encryptions. The set of ba-
sic messages is finite and denoted by 	�
����� . It contains
names for principals and atomic keys from the set ������� .
Since we have a finite number of sessions we also assume
any nonce is a basic message: we consider that it has been
created before the session and belongs to the initial knowl-
edge of the principal that generates it.

Any message can be used as a key for symmetric en-
cryption. Only elements from ������� are used for public
key encryption. Given a public key (resp. private key) � ,����� denotes the associated private key (resp. public key)
and it is an element of ������� . Given a symmetric key �
then, ��� � will denote the same key.

The messages are then generated by the following (tree)
grammar:

�!�#"%$&$(' 	�
�����*) � ����"��+���#",�)-�����#".� � /�01 � )-�����#".� �2 �43
For concision we denote by � � �5�76��#8�8#8��+�!9 the set of

messages ��� � �+�!6:��8#8�8��+�!9�� . Given two sets of messages;
and

;=<
we denote by

; � ;=<
the union of their elements

and given a set of messages
;

and a message 
 , we denote
by

; �+
 the set
;?> ��
@� .

Protocol Specification

We shall describe protocols by a list of actions for each prin-
cipal. In order to describe the protocol steps we introduce
message terms (or terms in short). We assume that we have

a finite set of variables ACB-D . Then the set of terms is gener-
ated by the following tree grammar:


��D��E$F$G' A*BHDI)J	K
���!�L) � 
��D��M�+
��D��!�)-��
��D���� � /�01 � ),�#
��D���� �N 0PO 2
Let ACBHD,QR
+S be the set of variables that occur in a term 
 . A
substitution assigns terms to variables. A ground substitu-
tion assigns messages to variables. The application of a sub-
stitution T to a term 
 is written 
T . We also write U VXWZY\[
the substitution T defined by T]QRV�S*'^Y and T]QR��SC'_� for��`'aV . The set of subterms of 
 is denoted by b]Y�cJQd
+S . These
notations are extended to sets of terms e in a standard way.
For instance, eCTX'f��
T�)�
hg!ei� .

A principal (except the initiator) replies after receiving
a message matching a specified term associated to its cur-
rent state. Then from the previously received messages (and
initial knowledge) he builds the next message he will send.
This construction amounts to substitute values for the vari-
ables of another specified term.

A protocol is given with a finite set of principal namesj B-�7�J�ikf	�
����� , and a partially ordered list of steps for
each principal name. This partial order is to ensure that the
actions of each principal are performed in the right order.
More formally we associate to each principal 	 a partially
ordered finite set QmlMno�#prq�stS . Each protocol step is spec-
ified by a couple of terms denoted uwvxb and is intended
to represent some message u expected by a principal 	 and
his reply b to this message. Hence a protocol specificationy

is given by:

�-Q4z+�5u|{tv}b {4So)Jz~gI���
where ��'���Qd	C�5�S�)J	�g j B-�7�J� and ��gMl n � . We write) �r) for the size of � . �����4
 and e�� � are fixed messages used
to initiate and close a protocol session. An environment for
a protocol is a set of messages. A correct execution order� is a one-to-one mapping � $����?�H����8F8&��) �K)G� such that for
all 	wg j B-�!��� and ��prqKs�� we have � Qm	C�5�PSrp � Qm	C�4�-S .
In other words � defines an execution order for the protocol
steps. This order is compatible with the partial order of
each principal. A protocol execution is given by a ground
substitution T , a correct execution order � and a sequence
of environments e��-�#8&8F��eC� ��� verifying: �����4
�g�e�� , e�� ��geC� ��� , and for all ���Z�^��) �K) , u����-���&�� PT¡g¢e � ��� andb � �-� �&��  T�g�e � .

Each step z of the protocol extends the current environ-
ment by adding the corresponding message bt{£T when u|{£T
is present.

One can remark that principals are not allowed to gener-
ate any new data. But this is not bedded since the number of
sessions is finite: New datas are no more than principals’s
initial knowledge.



Decomposition rules Composition rules¤h¥H¦+§m¨.©@ª�«+¬
:

§d¨�©�ª�«®}¨.©@ª�©�§m¨�©�ª�« ¤o¯#¦5§m¨�©�ª#«¬
:

¨�©�ª�°¨�©�ªJ©�§R¨�©�ª#«¤h¥H¦P±�¨\²#³ ´�¬
:

±�¨.²�³ ´L©5µ�¶�·�¸±�¨.²#³ ´*©�µ�¶�·J©5¨ ¤o¯#¦±�¨.²�³ ´|¬
:

¨�©5µ¹°¨�©5µ�©�±�¨\²#³Jº´¤ ¥ ¦±�¨.²�»¼�¬
:

±�¨.²�»¼�©�ª�¸±�¨.²�»¼�©�ª�©�¨ ¤ ¯ ¦P±�¨.²�»¼@¬
:

¨�©�ª�°¨�©�ªJ©�±�¨.²J»¼
Table 1. Intruder Rules (see Appendix for an extension)

Example: Needham Schroeder protocol

In the notation of [10], the Needham Schroeder protocol
rules are as follows, when we assume that every nonce is
included in the initial knowledge of the principal that will
create it:

A1: ½�¾ ¦m¿HÀ®¬ ½ · ¦m¿HÀ�©�¿HÁ�©�Â*À]¬�Ã ÂLÄ · ¦P±-§mÂ*Ào©�¿HÀ]«@²JÅ�ÆÇ¬
A2: ½ · ¦m¿ À ©�¿ Á ©5È · ¬�Ã Â*É�Ê�¦±-§dÈ · ©+Ë · «@²�Å�ÌÍ¬ ½ Ê ¦m¿HÀ�©�¿HÁ�©5È · ©+Ë · ¬�Ã ÂLÄ-Î�¦±�Ë · ²�Å Æ ¬
B1: Ïr¾ ¦m¿HÀ®¬�Ã Â É · ¦P±�§RÈ Ê ©�¿HÀ]«@²JÅ�ÆÇ¬ Ï · ¦£¿ À ©@¿ Á ©+È.Ê�©5Â Á ¬�Ã Â Ä ÊH¦P±-§mÈ.Ê�©5Â Á «@²JÅ�Ì ¬
B2: Ï · ¦m¿HÀ�©�¿HÁ�©5È.Î�©+Ë�Î�¬�Ã Â É Î-¦P±�ËHÎJ²�Å�Æ~¬ Ï Ê�¦£¿ À ©@¿ Á ©+È Î ©+Ë Î ¬
We can obtain the protocol steps for our setting from

the rules of [10] by simply unifying all terms with the
same root symbol ½�Ð , for all principals ½ . Here, this
means that ½ · ¦£¿ À ©@¿ Á ©5Â À ¬ unifies with ½ · ¦£¿ À ©�¿ Á ©5È · ¬
and Ï · ¦£¿ À ©@¿ Á ©+È.ÊH©5Â Á ¬ unifies with Ï · ¦m¿ À ©�¿ Á ©5È Î ©+Ë�Ê�¬ .
For Needham Schroeder protocol, we obtain:

((A,1), Ñ�Ò�Ó4Ô Õ ±�§dÂLÀo©5µ%À~«@² ´ Æ
)

((A,2),
±H§dÂ À ©+Ë · «@² ´ Ì Õ ±�Ë · ² ´ Æ )

((B,1),
±H§RÈ Ê ©5µ%À~«�² ´ Æ Õ ±-§RÈ Ê ©�Â*ÁÖ«�² ´ Ì

)
((B,2),

±�ÂLÁ�² ´ Æ Õ ×�Ò Ø )

The orderings on steps are the ones that are expected:Ù�À�ÚÛÙ�ÁÜÚ�±HÝH©�Þ�²
with

Ý*ßrà Ì Þ
,
Ý*ßrà Æ Þ

. Let us em-
phasize that unlike [10] in our specification we do not con-
sider that the protocol specification as a set of rules where
(free) variables can be replaced by any terms. In our case
the scope of variables may include several lines in the spec-
ification. See for example the protocol Otway-Rees given
in Appendix 4.4.
REMARK: In [10] notation some terms ½KÒ�Ò µá¦m¿ ¶ ·â ¬

are
used for public/private keys. But we do not need them here:
since the possession of a key or a nonce by a principal is
implicit through the actions he can perform.

Intruder

In the Dolev Yao model [9] the intruder has the ability to
eavesdrop, to divert and memorize messages, to compose

and decompose, to encrypt and decrypt when he has the key,
to generate new messages and send them to other partici-
pants with a false identity. We assume here without loss of
generality that the intruder systematically diverts messages,
possibly modifies them and forwards them to the receiver
under the identity of the official sender. In other words all
communications are mediated by a hostile environment rep-
resented by the intruder. The intruder actions for modifying
the messages are simulated by rewrite rules on sets of mes-
sages. The rewrite relation is defined by ã  ãåä if there
exists one of the rule æ èç

in the array below such that æ is
a subset of ã and ã ä is obtained by replacing æ by

ç
in ã .

We write
êé

for the reflexive and transitive closure of


.

The set of messages ë ¾ represents the initial knowledge
of the intruder. We assume that at least the name of the
intruder ì�í ¨Hç ædÓ4î belongs to this set.

Intruder rules are divided in several groups: rules for
composing or decomposing messages. These rewrite rules
are the only one we consider in this paper and any men-
tion of “rules” refer to these rules. In the following

¨
,
ª

and ï represent any message and
µ

represents any element
of

µ î Ë . For instance, the rule with label
¤�¯#¦5§m¨�©�ª#«+¬

re-
places a set of messages

¨�©�ª
by the following set of mes-

sages
¨�©@ª�©�§m¨.©@ª�«

.

See Table 1 for complete the intruder rules, and Ap-
pendix for an extension. We denote the application of a
rule ð to a set × of messages with result ×Lä by × áÉ ×Cä .
We write

¤o¯rÚ_±�¤o¯#¦m¨�¬�ñ
for all messages

¨.²
, and

¤o¥
in the

same way, and
¨

is called the principal term of a rule
¤�¯�¦d¨,¬

or
¤o¥�¦m¨�¬

. We call derivation a sequence of rule applica-
tions ×�¾  ÉÍò × ·  É�ó ÃFÃr É�ô ×Kõ . The rules ð Ð forÓ Ú¸Ý�©#Ã&Ã&© Ò are called the rules of this derivation ö . We
write ð�÷7ö (abusively) to denote that ð is one of the rulesð Ð , for Ó Ú=ÝH©#Ã&ÃF© Ò , that has been used in the derivation ö .

One can remark that if the intruder was allowed to gen-
erate new data he won’t be more powerful. He can already
create infinitely many data only known to himself with sim-
ple encryptions. (For instance

±�Âø²Jù
,
±�±�Âø²�ù|²�ù

, ... as-
suming that

Â
is only known by the intruder)



Attacks

There is an attack in ú protocol sessions if the intruder can
obtain the secret term in its knowledge set after completing
at most ú sessions. We consider first the case of a single
session. Then we shall sketch in Subsection 2.4 how to re-
duce the case of several sessions to the unique session case.

Since received messages are filtered by principals with
the left-hand sides of protocol steps, the existence of an at-
tack can be expressed as a constraint solving problem: is
there a way for the intruder to build from its initial knowl-
edge and already sent messages a new message (defined by
a substitution for the variables of protocol steps) that will
be accepted by the recipient, and so on, until the end of the
session, and such that at the end the secret term is known
by the intruder.

We introduce now a predicate û�ü�ý�þ�ÿ for checking
whether a message can be constructed by the intruder from
some known messages. This predicate can be viewed as the
combination of predicates ��������� and 	
��	��� from L. Paul-
son [23].

Definition 1 (Forge) Let � be a set of terms and let � be
a term such that there is ��� with ��������� and ������� .
Then we say that � is forged from � and we denote it by���!û�ü�ý�þ,ÿ������ .

We assume that there is a special message �]ÿ ��ýJÿ!� in the
protocol specification. Let " be the cardinality of # , i.e. the
total number of steps of the protocol. An attack is a proto-
col execution where the intruder can modify each interme-
diate environment and where the message �®ÿ!��ý�ÿ!� belongs
to the final environment. In an attack the intruder is able
to forge any message expected by a principal by using its
initial knowledge and already sent messages (spied in the
environments). This means, formally, that a given protocol
execution, with sequence of environments �%$'&)(*(+&,�%- , is an
attack if for all .0/213/4" we have �%576�89&:��;�<
=:> 5+?A@ � � �%5
and �B-�&,� ; <
= > -C? @ � � �%-CDE8 with �]ÿ ��ýJÿ!���F�%-CDE8 . How-
ever by definition �G�aû�ü�ý�þ,ÿ������ iff there is � � such that�H� � �I&,� � . Hence we can reformulate the definition of an
attack using the predicate û�ü�ý�þ,ÿ :
Definition 2 (attack) Given a protocol J K L M �NPO� �N3QSR �T#VU , a secret message �]ÿ ��ýJÿ!� and assuming the
intruder has initial knowledge � $ , an attack is described
by a ground substitution @ and a correct execution orderWYX #FZ[�\.]&)(�()(�&:" such that for all 1^K_.]&�()()(�&:" , we have:

M`5 @ �7û�ü�ý�þ,ÿ��a�b$
&,�c8 @ &)(*(+(*&,��576�8 @ ��®ÿ!��ý�ÿ!�d�!û�ü�ý�þ,ÿ��a�b$'&,�c8 @ &)(*(+(*&,��- @ �
where M`5cK2M �; <
= > 5*? and ��5cK4� �; <
= > 5*? .

We introduce now a measure on attacks and a notion of
minimal attack among all attacks, called normal attack. We
shall prove in the next sections that normal attacks have
polynomial bounds for a suitable representation of terms.

The size of a message term � is denoted Q � Q and defined
as:e Q f �g	-ý9�71Pÿ Q Kihe Q � Q Kj. for any other element ���lk%�ü m��e and recursively by Q+n7o &��Sp Q K Q L o U9q Q K Q o^Q!r2Q � Q)r .

Note that f �g	-ý9�71Pÿ is the minimal size message. We re-
call that a finite multiset over natural numbers is a func-
tion s from t ú to t ú with finite domain. We shall com-
pare finite multisets of naturals by extending the ordering
on t ú as follows: svu)u�ú if 1A�^sxwK ú and 1y1A� wheneverúT� o �Vu�sz� o � then sz���S��u úT���S� for some ��u o .

Definition 3 (normal attack) An attack is normal if the
multiset of nonnegative integers n{Q M 8 @ Q &�(+(*(+& Q M - @ Q p is mini-
mal

Clearly if there is an attack there is a normal attack since
the measure is a well-founded ordering on finite multisets
of nonnegative integers. We now present an NP procedure
for detecting the existence of a normal attack.

2 Existence of a Normal Attack is in NP

We first show some basic facts on the representation of
message terms as Directed Acyclic Graph (DAG). Then we
shall show how to obtain from any derivation a more com-
pact one. We will then be able to prove that a normal attack
has a polynomial size w.r.t. the size of the protocol and
intruder knowledge, when using DAG representations.

2.1 Preliminaries

The DAG-representation of a set � of message terms
is the graph ��|B&�}E� with labeled edges, where:e the set of vertices |~K4���b������� , the set of subterms of� .e the set of edges } :� L��]���+�����Z���� � Q{� � , �]�VK�L�� � U9� or �]��K n � � &:�Cp:U� L��]��� 5+�C� �Z[��� � Q{� � , �]��K�L �!U �,� or �]��K n � &{� � p:U
Remark 1 The DAG representation is unique.



1. Guess a correct execution order �Y�����[���
�]�) * * +�:¡[¢ .
Let £`¤E¥¦£¨§©�ª
«I¬ ¤* and ®�¤c¥4®¯§©�ª
«:¬ ¤+ for °²±³�'�'�) * + *�,¡b¢

2. Guess a ground substitution such that for all ´µ±·¶ , ¸¯¹7´bº has DAG-size »�¼ .

3. For each °G±½�'�'�) * + *�,¡¿¾H��¢ guess an ordered list À7¤ of ¼�Á rules whose principal terms have
DAG-size »�Âg  ¼cÁ .

4. For each °²±³�'�'�) * + *�,¡[¢ check that À ¤ applied to � ®[ÃC¸ÅÄ ÆÈÇÉ°,¢dÊË� ®bÌ9¢ generates £ ¤ ¸
5. Check that À�ÍIÎEÏ applied to �9®�Ã)¸ÅÄ ÆGÇF¡�¾¦�]¢²Ê·�9®bÌ�¢ generates ®¯Ð ÑIÒ9Ð!Ó .
6. If each check is successful then answer YES.

Figure 1. NP procedure for the Insecurity Problem

If ¼ is the number of elements in ®�Ô�Õ9¹7Ó�º , one can re-
mark that ¹�ÖB��×^º has at most ¼ nodes and ØS  ¼ edges. Hence
its size is linear in ¼ , and for convenience we shall de-
fine the DAG-size of Ù , denoted by Ä ÙÈÄ Ú²Û�Ü , to be the
number of distinct subterms of Ù , i.e the number of ele-
ments in ®�Ô�Õ9¹�Ù�º . For a term Ó , we simply write Ä Ó)Ä Ú²Û�Ü forÄÝ��Ó:¢ÞÄ Ú²Û�Ü .

Lemma 1 For all set of terms Ù , for all variable ´ and for
all message Ó , we have: Ä ÙÈß ´làáÓyâAÄ ÚÅÛ�Ü »jÄ Ù¿�{Ó)Ä Ú²Û�Ü
Proof: see Appendix 4.5. ã
Corollary 1 For all set of terms Ù , for all ground substi-
tution ä , we have Ä Ù¨äÅÄ ÚÅÛ�Ü »åÄ Ù¿��ä�¹�´bÏ�ºI�� + *��ä¯¹7´bÍ�º)Ä ÚÅÛ�Ü
where ��´�Ï9�) * +�{´[Í�¢ is the set of variables in ¶�æ
Ò (recall that¶�æ
Ò is finite) such that ä¯¹7´ ¤ º`ç¥¦´ ¤ .
Proof: We just apply Lemma 1 above for each ´ ¤ . ã
Remark 2 To check that a rule À��áÀ��{Ò�§ applies to Ù and to
compute the resulting DAG Ù0§ , when we are given a DAG-
representation of Ù , À and Ò�§ , only polynomial time is re-
quired since one first checks that all terms in À are also in Ù
and then one add Ò�§ and compute the DAG-representationÙ�§ of ÙG��Ò9§ .

We are going to present an NP decision procedure for
finding an attack, assuming an attack exists. The procedure
amounts to guess a correct execution order � , a possible
ground substitutions ¸ , for variables ¶�æ
Ò , with a DAG-
size that is polynomially bounded, then to guess k+1 lists
of rules of length ¼cÁ and finally to check that when apply-
ing these lists of rules the intruder can build all expected
messages as well as the secret.

We assume given a protocol specification �
¹éè��,£ §ê¦ë®¯§êéº%Ä'è%±·�V¢ . Let ìí¥í�!£¨§ê��:®¯§ê�Ä'è%±·�V¢ , a secret message®¯Ð ÑIÒ9Ð!Ó and a finite set of messages ® Ì for initial intruder
knowledge. If ìV�:® Ì is not given in DAG-representation,
they are first converted to this format (in polynomial time).
We assume that the DAG-size of ìV�,® Ì is ¼ , the finite set of
variables in ì is ¶ , and Ä �%Ä
¥i¡ .

The NP procedure for checking the existence of an at-
tack is written in Figure 1. To prove the correction of this
procedure we shall show that we can put a bound on the
length of normal attacks. We will first give properties about
derivations. We will also give polynomial bounds on the
substitution ¸ that is used in a normal attack.

2.2 Derivations

In this section, we will give some useful definitions and
properties on derivations. We shall introduce a notion of
normal derivation, denoted by îÈÐ�Ò °yï]ð:¹aÙ�º . A related no-
tion of normal derivation has been studied in [5]. Rather
than a natural deduction presentation in [5] we use here
term rewriting.

Definition 4 Given a derivation î�¥ñÙ%Ì��Éò « ÙBÏ��Tò�ó + ��Tò�ôõÙ3ö , a term Ó is a goal of î if Ód±�Ù%ö and Óø÷±µÙ3öÞù�Ï .
For instance if ÓG±iúøû Ò!ü�Ð�¹aÙ�º there exists a derivation

with goal Ó : we take a derivation î�¥íÙ�� ò «  ) � �� ò ôÙ�§ with Óõ±~Ù�§ and then we take the smallest prefix of î
containing Ó .

This allows us to define some normal derivation, i.e.
derivation minimal in length:

Definition 5 We denote îÈÐ�Ò °yï�ðI¹�Ù�º a derivation of mini-
mal length among the derivations from Ù with goal Ó (cho-
sen arbitrarily among the possible ones).



In order to bound the length of such derivations, we can
prove the two following lemmas: All intermediate terms inýÈþ�ÿ��������	��


is a subterm of
�

or � .
Lemma 2 If there exists �� such that ��� � �� 
��TýGþ!ÿ���� � ����

then �� is a subterm of

�
Proof: Let

ý��iýGþ!ÿ��������	��

. By minimality of

ý
, we have��� � �� 
����ý

. Then either �� ��� and we have the conclusion
of the lemma. Otherwise there exists a rule ��� � �! #" ��%$ 
 iný

generating �� . But any rule in
ý

generating �& �" ��'$ must
be in ��� (if not, the decomposition would be useless and
the derivation would not be minimal): we can iterate this
reasoning on �& �" ��%$ , and this ends the proof: �� increases
strictly at each iteration and the derivation only contains a
finite number of terms. (
Lemma 3 If there exists �� such that ��� � �� 
��~ýGþ!ÿ�����������

then �� is a subterm of )*�,+.- �
Proof: Let

ý��iýGþ!ÿ��������	��

. By minimality of

ý
, we have� � � �  
/���ý

. Hence either �  � )*�,+0- � and the lemma is
proved. Otherwise there is at last one rule using �! : if not,��� � �� 
 would be useless and

ýGþ!ÿ��1��������

not minimal. Then

one of the following cases can be applied:

2 There exists 3 such that ��� � )�34+ �6587:9 
;��ý
, hence)�3<+ � 5 7:9 is a subterm of

�
by the Lemma 2, and so

is �� .
2 Or there exists = such that � � � )*��	+�> 
?� ý

or� � � )�=�+ � 5 
��µý
. In this case, we can iterate this reason-

ing on �& � )*��	+�> or �! � )�=�+ � 5 . This ends the proof,
because �� strictly increases at each iteration and the
derivation only contain a finite number of terms. (

We show in the next proposition that there always exists
derivations of a term � from a set

�
with a number of rules

bounded by the DAG-size of initial and final terms �A@ � .
This will be very useful to bound the length of the deriva-
tions involved in the research of an attack.

Proposition 1 For any set of terms
�

and for any term � , ifýÈþ�ÿ��������	��
B�;�DCFE 9 �  �G'G CHEJIK�0L then MONQP t @ � P RTSVU
and for all WXN � NOM , P �BY P RTSVUONZP t @ � P RTSVU .

Proof: Let us prove that the number of steps in
ýÈþ�ÿ����#������


is at most P �A@ � P R.SVU by examining the terms composed
or decomposed for any rule [ that has been applied inýÈþ�ÿ��������	��


:

2 From Lemma 2 every term decomposed (with � � ) is
derived from

�
by decompositions exclusively. Hence

every term which is decomposed was a subterm of
�

and is counted in P � P RTSVU .

2 From Lemma 3 every term composed (by ��� ) is used
as a subterm of a key or of � . Hence it is counted inP �A@ � P RTSVU .

2 Every rule [ either composes or decomposes a term,
but [ never composes (resp. decomposes) a term
which has already been composed (resp. decom-
posed). Hence to each subterm of

�
or � corresponds

at most one rule application in
ýÈþ�ÿ������A����


for compos-
ing or decomposing it. (merging identical subterms)

Hence the number of terms composed or decomposed inýGþ!ÿ��1� � ����

is bounded by the number of distinct subterms

of
� @!� and the first part of the result follows. Since each

intermediate term is a subterm of
� @�� , the second part of

the proposition follows. (
An other kind of useful derivations is shown in the fol-

lowing Proposition 2. It will allow us to prove the Lemma 4.

Proposition 2 Let � �]\X^ ÿ�_�þ`�	��
 and a �b\X^ ÿ�_Þþ`�	��
 be
given with

ýGþ!ÿ�����c<����

ending with an application of a rule

in � � . Then there is a derivation
ý

with goal � starting from�
, and verifying Condition 2: � � � a 
Xd��ý

Proof: Let � �e\X^ ÿ�_�þ`�	��
 and a �e\X^ ÿ�_�þ`�	��
 be withýGþ!ÿ��1��cf�	��

ending with an application of a rule in � � . Letý

be
ýÈþ�ÿ�����cf�	��


without it’s last rule, i.e.
ýGþ!ÿ�����cg����


is
ý

followed by � � , and let
ý  be the derivation obtained fromýGþ!ÿ��1���A����


by replacing every decomposition � � of a byý
. Then:

2 ý  is a correct derivation: since � generates h andi
, the two distinct direct subterms of a . (since a is

obtained by compositing with ��� )
2 � does not contain a decomposition ��� of a from the

fact that
ýGþ!ÿ�����cf�	��


has a as goal. Otherwise the last
composition would be useless.

2 Hence
ý  satisfies Condition 2 and the lemma fol-

lows. (
2.3 Polynomial Bounds on Normal Attacks

We shall prove that when there exists an attack then a
normal attack can always be constructed from subterms that
are already occurring in the problem specification. This will



allow to give bounds on the messages size and on the num-
ber of rewritings involved in such an attack.

Hence let us assume a protocol jZkml�nXoprqtsuopwv*xuy/z�{ ,
a secret message su|�}A~�|�� and a set of messages s�� as the
initial intruder knowledge. We assume that there exists an
attack described by a ground substitution � and a correct
execution order ����z��g���#���*���V�,� (where � is the car-
dinality of z ). We define n���kDn o�`�:� and sV�Bk�s o�`�:� for� km�������*�V�&� .

We also define: �T� as the set of subterms of the terms
in the set ��k�l�n0��v ��k��#�*�����V�,�g{B� l�s<�:v �¡k�¢J���*���V�,�g{ ,
and �T�¤£ � the set of subterms of the terms in l�nB�:v ��k�����*���V� � {.�¥l�s<�:v ��k¦¢J�*�����V� � { .

We assume without loss of generality that §X¨<©:~�ª � |«y�s��
i.e. the intruder initially knows its name !

Definition 6 Let � and � o be two terms and ¬ a ground sub-
stitution. Then � is a ¬ -match of � o if � is not a variable and�¬�k¦� o . This will be denoted by ��®�¯�� o

The following lemma is one of the key property of this
paper. It allows us to prove that every substitution � in a
normal attack is only build with parts of the protocol spec-
ification. In this way, we will be able to prove that all sub-
stitution � in a normal attack has a DAG-size bounded by a
polynomial in the protocol DAG-size.

Lemma 4 Given a normal attack � , for all variable ° ,
there exists ��®0±��u²6°f³ such that ��y´�T� .

Proof: Let � be a normal attack, and let us first assume that
there exists ° such that for all � such that ��® ± �u²6°f³ we have��µyK�T� , and let us derive a contradiction. Let us define:

¶�· kb¸ �1¹ lA�»º��u²6°f³�y´�T�/£J��{
¶�·

is the first step of the protocol whose message
contains �u²6°f³ as a subterm. However since for all � such
that �]® ± �u²	°g³ , � is not in �T� , there exists a variable¼ which is subterm of n¾½�¿ or sV½�¿ such that �u²6°f³ is a
subterm of �u² ¼ ³ . (Otherwise there would exist a � -match
of �u²6°f³ with some subterm of n¾½�¿ ). Then let us show now
the following claim:

Claim �u²6°f³�y´ÀXÁ�~�Â»|`²�s � �f���Ã�Ã�'�Ã�&s ½ ¿�Ä�Å���³ .
proof: Let ÆÇ|*~ ��È�É�Ê ¿ ±V²�s � �f���Ã�'�,s ½ ¿�ÄVÅ���³ be Ë � �FÌ �Ë¾Å��Ã�V�FÌJÍ�Ë0Î . Since �u²6°g³ is a subterm of n ½ ¿ and sincen ½ ¿��¥y�ÀXÁ�~�Â»|:²1s � �f�*�'�Ã�Ã�'�,s ½ ¿�ÄVÅ���³ , we have:

Ï if there exist
�ÑÐe¹

such that �u²6°f³Ky¦Ë � , then obvi-
ously �u²	°g³�y�ÀXÁ�~�Â»|:²1sf���f���Ã�'�Ã�Ã�&sV½�¿ Ä�Å ��³ .

Ï Otherwise, we will prove by induction that �u²	°g³ oc-
curs as a subterm in every intermediary set Ë � . We
have �u²	°g³ subterm of Ë Î since n�½�¿���yÒË Î , and:

– If �u²6°f³ subterm of ÓÔyDË � and if there exists� ÐÕ� such that Ö � k×Ö�Ø*²�Ó�³ , then ÓÑµk¦�u²6°g³ since�u²	°g³Xµy´Ë � . Hence, �u²6°f³ is a subterm of Ë � ÄVÅ .
– If �u²6°f³ subterm of ÓÔyDËB� and if there exists� ÐÙ� s.t. Ó created by Ö � keÖ�Ú�²6~�³ , then Ó and�u²	°g³ are subterms of Ë � ÄVÅ .
– If such a rule Ö � does not exist, then �u²	°g³ is a

subterm of Ë � and the iteration is finished.

This iteration implies that �u²	°g³ is a subterm of ËB�/ksf���f���Ã�'�,sV½w¿ ÄVÅ � . But it’s impossible due to the choice
of
¶�·

.

end

Hence there exists a derivationÆ¤|�~ �1È ±:Û ·*Ü ²1sf���f�*�'�Ã�Ã�'�,sV½w¿ ÄVÅ ��³ and we can notice that
its last step uses necessarily a composition rule since
otherwise Lemma 2 would imply that �u²	°g³ is a subterm ofs � �f�*�'�Ã�Ã�'�,s ½ ¿�ÄVÅ�� , and therefore a contradiction.

Let us define the substitution � o to be equal to � on
all variables except for ° where � o ²6°g³ kÝ§X¨<©:~�ª � | . We
will prove that � o defines an attack with the same execu-
tion order than � . Since � is an attack, for all � , n��*��yÀXÁ�~�Â`|`²�sV�*�f���Ã�Ã�&s<� Ä�Å ��³ .

If �ßÞ ¶�·
then since �u²6°f³ has no occurrence innà�*�f�,sf���f���Ã�'�,s<� ÄVÅ � , we have n0�*�¦k�nà�*� o , sf�*�×k�sf��� o ,���*� , sg� ÄVÅ ��kts<� ÄVÅ � o . Therefore we also have nB�*� o yÀXÁ�~�Â`|`²�sV�*� o ���Ã�'�,s<� ÄVÅ � o ³

If �/á ¶�· then there exists a derivation with goal n��*�
Ëà��� Ì � Ë Å � ÌJâ �Ã�'�Ã�`� Ì Í�ã�Ë Î ã

where Ë � käs � �f���Ã�'�,s � ÄVÅ��
By Proposition 2, �u²	°g³ is never simplified or decom-

posed in this derivation: å �¡Ðt¹ � , Ö � µkæÖ Ú ²	�u²	°g³&³ andÖ � µkçÖ Ú ²	�u²	°g³,³ . Let us build from this derivation a new
one where each �u²6°f³ is replaced by §X¨<©:~�ª � | . We shall
denote by ��è the term obtained from � by replacing every
occurrence of �u²6°f³ by §X¨<©:~�ª � | . For convenience we shall
consider that Ëé�êË is a derivation step justified by the
identity rule ë . Then we shall prove that there exists a valid
derivation:

Ëà��è«� ÌJì� Ë Å è�� ÌJìâ �Ã�'�Ã�:� Ì ìÍ�ã Ë Î ã è
where every rule Ö o� is either Ö � or ë . Hence we only have to
take the same rules as in the initial derivation but possibly



skip some steps. More precisely let us show that for íïîð.ñ�ñ�ñ�ògó
when ô0õ	öV÷BøHùJú�ô0õ then either ôBõ	öV÷�û�øFùJúwô0õ1û orôBõ6ö�÷�ûXøHüBô0õ�û .

1. if ý õ î¦ý�þ�ÿ��������	��
 and:

(a) if �uÿ��
��î �������	� , then ÿ	ô��õ6ö�÷ �������	
�û øFùJúÿ�ô��õ �����������������	��
�û is a valid step since��� û����rû��Tî��������	�4û .
(b) else �uÿ��
�î���������� and we can take ý��õ î�� since "!$#&%(' í*)"+�ô0õ , for all í .

2. same reasoning for ý�õrî]ý þ ÿ-,.��/102
 .
3. if ý õ î ý�3#ÿ�����������
 then �uÿ45
6�î �������	� , andÿ	ô��õ	öV÷ ���������	��
�û«ø ù ú�ÿ	ô��õ �.�������	�7�������	
�û is valid since���wû����rû���î8�������	�Jû .
4. same reasoning for ý õ î]ý�3:ÿ-,.��/ 0 
 .

Finally we get for all 9 , : ó �7�;+=<"> %�? )`ÿ�@5A(�7��� ñÃñ �B@ ó öV÷C�7�D
 .
Hence it follows that �7� is an attack for the same proto-
col order than � . Since �E� is obtained from � by sim-
ply replacing the value of  by a strictly smaller one
(w.r.t. F _ F ) we have ��F :«÷C� � FG� ñ'ñÃñ �(F :IH�� � F � strictly smaller
than ��F :X÷G��F1� ñÃñ'ñ �.F :IH���F � and this is contradictory with the
assumption of normal attack for � . J

We can now use this lemma to bound the DAG-size of
every �uÿ��
 . This is shown in the following Theorem:

Theorem 1 If � is the substitution in a normal attack then
we have for all K+KL #&% F �uÿ��
(F M�N7OQPRF STF M�N7O
Proof: Given a set of variable U , we shall write U?î,(�uÿ45
VF&W+XUY/ . Let us build by induction a sequence of
sets ô�Z\[X]�S and a sequence of sets L^Z of variables such
that F �uÿ45
1F M�N7OQP`__ ô�Za� LbZ7__ M�N7O :

c Let ÿ	ôdAe��L2A(
 be ÿ��a�C,1f/(
 . We have F �uÿ45
1F M�N7OgP__ ôdAe� L2A$__ M�N7O and ô;A"[h]�S .

c Assume that we have built ÿ	ôdZa��L^Z�
 such thatF �uÿ��
1F M�N7OiP6__ ô�Za� L^Z5__ M�N7O and ôjZk[l]�S , let us
define ô ZCm ÷ and L Z1m ÷ :
If L Z �în� let us choose ��\+oL Z . Then there ex-
ists prq;st�uÿ4��4
 such that pu+v]�S . We defineô Z1m ÷�î�ô ZVw ,�pB/ and L Z1m ÷ïîkL #&% ÿ4p�
 w L ZYx ,.$��/ .
Since pr+y]�S , we have ô ZCm ÷z[{]�S . Let us
show that F �uÿ45
1F M�N7O`Pz__ ô ZCm ÷�� L Z1m ÷a__ M�N7O . Let û î

,e| }�~��uÿ�}a
����(}�+KL #&% ÿ4p�
G/ . By applying the Corol-
lary 1 on ô ZYw ,.pB/ w L ZVx  � for the substitution û .
(Remark: p�ûXîX�uÿ4��D
 ) We obtain:

__ ôjZ�û�� L^Z5__ M�N7O P ___ ô�Za� L^Z x  � ��pG� L
#&% ÿ4p�
 ___ M�N7O

and then

__ ô�Za� L^Z __ M�N7O P __ ô�Z�û�� L^Z __ M�N7O P __ ô�Z1m ÷ � L^Z1m ÷a__ M�N7O
Finally, this construction terminates since ���(�&�C�dF �uÿ�}^
�F
strictly decreases. At the end we get L Z î � andF �uÿ��
�F M�N7O�P�F ô Z F M�N7O with ô Z [=]�S : since F ô Z F M�N7O PF STF M�N7O this proves the theorem. J

The consequence of Theorem 1 is that the DAG-size of
the messages that are sent or received during a normal at-
tack is bounded by a polynomial in the DAG size of the pro-
tocol. This result has crucial practical implications since it
means that when searching for an attack we can give a sim-
ple a priori bound on the dag-size of the messages needed
to be forged by the intruder:

Corollary 2 If � is the substitution in a normal attack
then for all íbî ð � ñ�ñ*ñ ��� : F :¾õ���F M�N7OyP�F STF �M�N7O and
F @ õ ��F M�N7OQP�F STF �M�N7O .

Proof: F @Võ���F M�N7O P F @Võ��C,(�uÿ4�
�F �+�L #&% ÿ�@Võ�
B/^F M�N7O
by Corollary 1. From Lemma 4 we also have for allk+kL #e% , F �uÿ45
1FIPiF STF M�N7O . Let F L #&% F be the number
of distinct variables in the protocol specification. HenceF @�õ���F M�N7O6P�F @Võ�F M�N7O8� ÿ�F STF M�N7O 
T��F L #&% F and sinceF @�õ�F M�N7O P�F STF M�N7O and F L #&% F � ð P�F STF M�N7O we have
immediately F @ õ ��F M�N7O8PuF STF �M�N7O . The same proof holds
for : õ � . J
2.4 Protocol Insecurity with Finite Number of

Sessions is in NP

We recall here the NP procedure for checking the exis-
tence of an attack and shows its correctness.
We assume given a protocol specification ,:ÿ�����:���l�@��� 
�Fe��+��j/ . Let �Dî�,.:I�� �B@��� Fe��+��j/ , a secret message@�)(� % ).p and a finite set of messages @EA for initial intruder
knowledge. If �j�B@ A is not given in DAG-representation,
they are first converted to this format (in polynomial time).
We assume that the DAG-size of �j��@ A is

ò
, the finite set of

variables in � is L , and �Fî�� .
Let us first remark that the procedure written in Section 2.1
is NP:
c A correct execution order is a permutation of � , and

can be guessed in polynomial time.



  Since ¡�¢�£�¤ has DAG-size ¥Q¦ , one can choose a DAG
representation of ¡�¢4£5¤ in time §�¢4¦f¤ and ¡ in §�¢�¦f¨(¤ .

  Since each rule in ©4ª has DAG-size ¥«¦f¨ and there is¦E¨ rules, one can choose each ©4ª in time §�¢�¦7¬�¤ , and all©Dª in time §�¢4¦E(¤ . Remark: each term in the rules is in
DAG representation.

  Computing the result ®�¯ of the application of a rule°�± ¢�²�¤ on ® , with ® and ² in DAG representation, can
be done in polynomial time in the DAG-size of ® by
Remark 2. But ³ ® ¯ ³ ´�µ7¶·¥8³ ®¸³ ´�µ7¶�¹�º (since any rule
application introduces at most 2 symbols in ® ) and
therefore each intermediate set of terms has DAG-size¥t»a¼ ¦E¨ , and each application rule takes polynomial
time in ¦ . So, checking that all ©�ª are correctly applied
takes polynomial time of ¦ . To verify that ½"ª�¡ is in
the last set of terms takes obviously polynomial time
too.

We can now see that this procedure is correct: it answers
YES if and only if the protocol has an attack:
  If an Attack exists then a Normal Attack exists: Since¾o¿R¾¸À�Á(Â�Ã�Ä7Å�Æ ¢-Ç(È$É1¡�³ ÊKË Â�Ì�Í Ç�È5Î Ì ¤ has at most ¦f¨

rules (Proposition1 and Theorem1), each intermediate
set of terms has DAG-size ¥«»2¼ ¦ ¨ . Hence, each term
involved in a rule in

¾
has DAG-size ¥�»2¼ ¦	¨ . There-

fore
¾

will be a possible guess for ©�ª (as well as the
execution order associated to this attack).

  If the procedure answers YES, the checking performed
on the guessed derivations proves than the protocol has
an attack.

Multiple sessions: When considering several protocol ses-
sions simultaneously we assume that they are independent
(in the absence of intruder) and therefore one can assume
that their specifications do not share variables.

In order to reduce the security problem for several ses-
sions to the security problem for one session, one can sim-
ply compose the sessions into a unique session of a more
complex protocol. This construction is sketched below.

Given two disjoint partially orders Ë and ËÏ¯ defined on
disjoint sets Ð and Ð8¯ we define the partial order ËÑ¼fËÏ¯
to be the relation Ë Í Ë�¯ Í Ç.Ò`ËÓÒ�¯	³(ÒkÔÕÐÕÖ�Ò�¯�ÔÕÐR¯ Ì .
Given two protocol specifications ×�Ø , × ¨ , let ÙÛÚeÜ À�Ý Ø ,ÙÛÚeÜ À�Ý ¨ their respective sets of principals. We can assume
up to some renaming that for every principal Þ the associ-
ated partially ordered sets Ð Øµ and Ð ¨µ in protocol × Ø and× ¨ resp. are disjoint. Then we get a new protocol for the
sequential composition × Ø ¼ × ¨ by taking

Ç.½IßfàáÈEß�³�â�Ôäã Ì

where ã ¿ Çb¢�Þ�Ö Â ¤Y³�ÞåÔ`Ù�Ú&Ü À�Ý Ø Í Ù�Ú&Ü À�Ý ¨ and
Â ÔÐ Øµ Í ÐR¨µ Ì For each principal Þ we associate now the par-

tially ordered set ¢�Ð Øµ Í ÐR¨µ Ö�ËÏæ�çè ¼aËÏæ�éè ¤
We get similarly a protocol × Ø ³ê³ × ¨ for parallel composi-

tion by taking for each principal Þ the partially ordered set¢�Ð Øµ Í ÐR¨µ Ö1Ë æ�çè Í Ë æ�éè ¤ .
3 NP-hardness

We show now that the existence of an attack when the
input are a protocol specification and initial knowledge of
the intruder is NP-hard by reduction from 3-SAT. The proof
is similar to the one given by [1] for their model.

  Propositional Variables
¿ £EØ(Ö1¼ê¼êÖ�£$ë .

  Instance of 3-SAT: ìí¢�î ï £¸¤ ¿ÓðYñ ¢4£2ò
ÅDó çª�ô Ø=õ £2ò

Å4ó éª�ô ¨ õ £2ò
Å4ó ö
ª�ô ÷ ¤

where ø�ª�ô É ÔùÇ(úaÖ1û Ì and £ Î (resp. £ Ø ) means £ (resp. ü�£ ).
Let us define

 þý ¢Dø�ª4ô É Ö�£$ª�ô É ¤ ¿ £�ª4ô É if ø�ª4ô É ¿ ú
 þý ¢Dø�ª4ô É Ö�£$ª�ô É ¤ ¿ Ç.£$ª�ô É Ì.ÿ if ø�ª4ô É ¿ û
 �� Â Ô��$Ö
ì�ª�¢ î ï £¸¤ ¿�� ý ¢4ø�ª�ô Ø Ö�£$ª�ô Ø ¤CÖ � ý ¢4ø�ª�ô ¨ Ö�£$ª�ô ¨ ¤CÖ ý ¢Dø�ª�ô ÷�Ö�£�ª4ô ÷(¤����

Let us introduce now the following protocol (where vari-
ables occurring in the description of step ¢
	jÖ�Êb¤ should be
considered as indexed by ¢�	jÖ�Ê&¤ ; the index is omitted for
readability):

  Principal A:

– ¢�Þ�Ö�û.¤� � £ Ø ô Ø Ö�¼ ¼êÖ�£ ë ô ÷���à
Ç � ì Ø ¢ î ï £¸¤GÖ � ì ¨ ¢ î ï £¸¤GÖ � ¼ ¼ê¼êÖ � ì ë ¢ î ï £¸¤GÖ À ¦���������� Ì��

  Principal B:

– ¢���Ö Â ¤��^Ç ���
� Ö � £fÖ������5Ö���� Ì � àiÇ�� Ì �
– for û"¥ Â ¥R³ ìí¢ î ï £¸¤1³

  Principal B’:

– ¢���¯�Ö Â ¤��^Ç ��� Ç(ü ��Ì ÿ Ö � £fÖ������5Ö���� Ì � àåÇ�� Ì �
– for û"¥ Â ¥R³ ìí¢ î ï £¸¤1³

  Principals C, C’, D, D’: The same as B and B’
for

� £	Ö ��� Ö���� � , � £fÖ � Ç(ü ��Ì(ÿ Ö������ , � £fÖ � �5Ö � ��� , and� £	Ö � �5ÖCÇ(ü ��Ì(ÿ ��� .
  Principal E: The rule ¢�® Ö1û(¤��^Ç À ¦�� Ì!� àáÈ À�"CÁ(À ²



Without Nonces With Nonces

No bounds [11] Undecidable Undecidable
Infinite number of sessions, and Bounded messages [10] DEXPTIME Undecidable

Finite number of sessions, choice points, and Unbounded messages NP-Complete NP-Complete
Finite number of sessions, and Unbounded messages NP-Complete NP-Complete

Table 2. Complexity of known fragments

We take #%$'&)(!*,+�-!.0/1.023/54 for the initial intruder knowl-
edge. Hence there is an attack on this protocol iff the mes-
sage sent by principal A can be reduced to (�6�7�894;: i.e. for
all < , there exists = such that >%?A@CBED FC.�GHBID F�JLKM(;/1.N(!23/54�OP4 ,
i.e. the intruder has given to Q a term representing a solu-
tion of 3-SAT ( (!23/54!O represent / ). Hence the protocol
admits an attack iff the corresponding 3-SAT problem has a
solution. Moreover the reduction is obviously polynomial,
hence the problem of finding an attack with bounded ses-
sions is NP-hard.

From the results above we finally conclude with the main
result:

Theorem 2 Finding an attack for a protocol with a fixed
number of sessions is an NP-complete problem.

Conclusion

We have proved that when the number of sessions is
fixed, in order to find an attack an intruder needs only to
forge messages with polynomial size, when using a the
dag-representation. We have also given an NP-procedure
for finding an attack with a fixed number of sessions. Our
formal model of protocols and attacks supports non-atomic
symmetric keys. Several interesting variants of this model
can be easily reduced to it.

If the intruder is allowed to generate any number of new
datas, then we can prove with the same techniques that any
attack he can launch can be also obtained by replacing in
every message his freshly generated by his name (Charlie).
The normal principals won’t see any difference. Hence the
intruder does not gain any strength when being able to cre-
ate nonces, in the finite session case.

For instance we could consider that a principal is unable
to recognize that a message supposed to be encrypted by
some key K has really been constructed by an encryption
with K, (see extension in Appendix 4.1). To obtain a pro-
tocol model where principals may recognize whether a real
encryption has been performed one simply extend any ci-
pher with a special fixed field.

We have considered that the intruder can eaves-drop, di-
vert messages, and impersonate other principals. However

we can model a more passive intruder, as described in Ap-
pendix 4.2, by ensuring that some messages cannot be mod-
ified (for instance when they are conveyed by a safe chan-
nel).

We have considered secrecy properties. Since corre-
spondence attacks can also be expressed by an execution
order and a polynomial number of RTS!U�>�6 constraints they
can be detected in NP too.

Finally our procedure can also be adapted to protocols
admitting choice points, where a different subprotocol can
be executed by a user according to some received message.
Protocols such as SSL admit choice points. The modifica-
tion of our model is described in Appendix 4.3. The de-
tection of an attack remains in NP. We can summarized the
known results in the Table 2.

Directions for future works include broadening the scope
of our approach to some cases where the number of sessions
is unbounded or to commutativity of encryption operators.

4 Appendix

4.1 Extending the intruder model

The rules in Table 3 have to be added to the intruder rules
in order to find attacks for protocols of the following type
(we have omitted <�7%<
V and 6�7�8 messages):

Intruder initial knowledge: (!#W6!XYU;6�V04 :
?�?�QP.�Z�J , (�G[4 O]\�^_ GHJ
?�?�QP.0`CJ , (C(�ab4 : 4 O _ a�J

This protocol admits the following attack when the initial
knowledge of intruder is (!cTdbe�U;fI<�6�.g(!#36�XgU!6�V04;:34 :

(!#W6!XYU;6�V04 :�h (C(i(!#W6!XYU;6�V04 : 4 O 4 O \�^h (C(!#36�XgU!6�V04 : 4 OMh #W6!XYU;6�V
We can remark that such an attack cannot be found if the jk
rules are not included in the intruder rewrite system. How-
ever it is easy to prove that NP-completeness remains valid
when these jlk and j�m rules are included. These new rules



Decomposition rules Composition rulesnlo!p�qiq�rbs ot s otYu
:

qCq!r9s ot s ot�v rHwgqCq!rbs ot s ot w nyxCp�qCq!rbs ot s otYu
:

r v rHwgqiq�rbs ot s otnlo!p�qiq�rbsgz {5sgz {]|�} u
:

qCq!r9sNz {TsNz {]|�} v rbwNqCq!r9sNz {TsNz {]|�} nyxip�qiq�rbsgz {Psgz {]|�} u
:

r v rHwgqiq�rbsgz {Psgz {]|�}
Table 3. Extension of the Intruder Model.

behave exactly in the same way as
n�~

and
nl�

, and we can
restrict to consider derivations � such that

n�ipI� � u1� � orn�o!pI� � u�� � imply
n�~�pI� � u��� � and

nyx�pE� � u��� � . (respec-
tively

n ~ w�n x
and

n � w�n o
). This is stated by the following

lemma:

Lemma 5 If
� ���T�!����� pE� u

, then there exists a derivation� from
�

with goal
�
, and verifying Condition 1: for all

messages
rHw0�

,

1. if
n � p�qiq�rbs t s t |�} u� � then

n x p�qiq�rbs t s t |�} uP�� �
2. if

n ~ p�q!rbs t u�� � then
n o p�qiq�rbs t s t |�} uP�� �

3. if
n o p qCq!r9s t s t |�} u� � then

n ~ p�qCq!rbs t s t |�} uP�� �
4. if

nyxCp�qCq!rbs t s t |�} u�� � then
nl�ip�q!r9s t uT�� �

Proof: Let � be one of the minimal derivations in length
from

�
with goal

�
. Then let us build � �

another derivation
with the same initial and final set than � , verifying more-
over Condition 1, and minimal in length among the deriva-
tions with these initial and final sets and verifying Condi-
tion 1. We reason by induction on the length of � . If �����
we take � � ��� . Otherwise ��� pE��� v�� }���� v���� ��� u
and by induction hypothesis there exists � �� � pE�5�� v �� }�¡� v �  � |�} �P���¢ � u with

��� � �P��
,
����¢ � � �P���¢ � , verify-

ing Condition 1, and minimal in length. We show how to
extend this to a derivation � �

according to the last step of� :

1. if
ny� � nl��p qCq�£ysN¤¥sis ¤ |�} u

and there exists ¦¨§ª©
such that

nl�« � nlx�p�qiq�£ysN¤¥s ¤ |�} u¬� � �� , then letny�� � nl~�p�q!£3s�¤ u
.
ny��

can be applied since
£ � �1�« ¢ �

and  � � « ¢ � , and we have
n�o!p qCq!£3s�¤Hs ¤ |�} u®�� � ��

since otherwise � �� would not be minimal in length.

2. if
n � � n ~ p q�£ys ¤ u

and there exists ¦¯§ ©
such that

nl�« � n o p�qiq�£ys ¤ s ¤ |�} u°� � �� , then letny�� � n � p�qiq�£ys ¤ s ¤ |�} u
.

ny��
can be applied sinceqCq�£ys ¤ s ¤ |�} � �P�« ¢ � and  � �P�« ¢ � , and we haven x p qCq�£ys ¤ s ¤ |�} u'�� � �� by minimality of � �� .

3. if
nl� � n�o!p�qiq�£ysN¤¥s ¤ |�} u

and there exist ¦�§±© such
that

nl�« � nl~�p�qCq!£3s�¤%s ¤ |�} u�� � �� , then:² If
nlxCp q�£ysN¤ u³�� � �� , we take

nl�� � nl�ip�q!£3s�¤ u
since

q!£3s�¤
and  are in

� « ¢ � .

² If
nlx�p�q!£3s�¤ u�� � �� , then

q�£ys�¤ � qCq�£´�Es ¤ |�} s�¤
and we take

nl�� � nl~�p�q!£µ�Es ¤ |�} u
since

£´�
and ¢ �

are in
����¢ � .

4. if
ny� � nlx�p�qiq�£ysN¤¥s ¤ |�} u

and there exists ¦¶§)© such
that

ny�« � nl�ip�q!£3s�¤ u�� � �� , then:

² If
nlo!p qCqCq!£3s�¤¥s ¤ |�} s�¤ u��� � �� , we take

nl�� �n�~�p�qCq!£3s�¤¥s ¤ |�} u
, since

q�£ys�¤
and  are in

� « ¢ � .² If
n o p qCqCq!£3s ¤ s ¤ |�} s ¤ u�� � �� , we take

nl�� �n���p�qCqiq�£ysN¤Hs ¤ |�} sN¤ u
.

5. otherwise in all remaining cases we take · � �¸· .

Then we can notice that
�1�� � ���

for
�5���¢ � v��  � �5��

and � � � p���� v¹��º ��� v¹�9� �5�� u
verify Condition 1.

Hence, the set of derivations with the same initial and fi-
nal sets than � and verifying Condition 1 is not empty, and
we can choose one of its elements minimal in length.

Hence from a derivation proving that
� �»�T�!����� pE� u

we
can build another one verifying moreover Condition 1. The
minimal prefix of this derivation that contains

�
is a deriva-

tion of goal
�

satisfying Condition 1, and this proves the
lemma. ¼

Now, we only need to update the � ��� ¦
½C¾ pE� u
definition:

Definition 7 We denote � ��� ¦�½ ¾ pE� u
a derivation of mini-

mal length among the derivations from
�

with goal
�

and
satisfying Condition 1 (chosen arbitrarily among the pos-
sible ones).

The rest of the proof is almost identical except that
n ~

is
replaced by

n ~
and

n x
, and

n �
is replaced by

n �
and

n o
.

Note that this model can still be improved since here then o
and

n x
rules are only applied at the top of messages:

we could also consider cases where they are applied every-
where in terms.

4.2 Limiting the intruder

In this section we show how to reduce to our model other
models where the intruder is unable (for some messages) to
eaves-drop, divert and modify, or impersonate.

To prevent the intruder from eaves-dropping between
two steps

p�¿Pw ¦ u�À ���¡�PÁ Â � and
pE¿5w
Ã u,À Â¹Ä³Á ���¡� ,



we introduce a new symmetric key Å only known by Æ
and Ç and never published: With the steps ÈEÆ5É�Ê ËPÌ,Í¡Í¡ÍµÎÏ�Ð Æ5É�Ñ�ÒNÓ0Ô!ÕÖ and ÈEÆ5É
×�ËPÌ Ï�Ð ÆPÉ�Ñ¹Ø�ÓYÔ!ÕÖ ÎÙÍ¡Í¡Í , the intruder
will never be able to intercept the message ÑÚÒ and send
something else to Ç instead, even with the Û�Ü rules.

To prevent the intruder from diverting and modifying the
message between the two steps above, we can use a new
private key ÝßÞ´à á instead of Å , and the steps ÈEÆ5É�Ê Ë'ÌßÍ¡Í�ÍbÎÏ�Ð Æ5É�Ñ Ò Ó0Ôgâ ãlä�å æ and ÈEÆ5É
×�Ë�Ì Ï�Ð ÆPÉ�Ñ Ø ÓYÔgâ ãyä�å æ1ÎçÍ¡Í¡Í . This

way, if the intruder know Ý¹è ÒÞ´à á then he knows Ñ³Ò , but he
cannot modify it, even with the Û�Ü rules. And since Ý Þ´à á
is only used for this step, the intruder can’t use any other
stored message.

To prevent the intruder from impersonating a messageÑ sent by the principal Æ to Ç , we assume that there exists
a private key Ý only known by the principals and never
published (it never appears in the content of a message),
and we assume that Ý è Ò is known by everybody. Hence
this amounts to replace Ñ by

Ï�Ð ÆPÉ�ÑéÓYÔNâ ã in Æ and Ç ’s
steps: The intruder and the principals can read Ñ , but the
intruder will never be able to build a message in the name ofÆ , even with the ÛlÜ rules. (But he can use old Æ ’s messages
if we used the same key Ý )

The new protocol has a linear size in the initial one, even
in a dag representation.

4.3 Adding choice points

We extend the protocol model in order to allow for
choice points. Typically the field of a message may con-
tain information about the type of cryptography negotiated
for the rest of the session. Hence the subsequent message
exchanges may depend from the content of this field.

We shall consider protocol descriptions where some
steps ÈEÆPÉ�Ê Ë may be composed by priority blocks:È�ÆPÉ�ÈIÊ0É�ê�Ë�Ë : ë]ìá ÎîíïìáÈ�ÆPÉ�ÈIÊ0ÉNð!Ë�Ë : ë Òá Îîí Òá

...È�ÆPÉ�ÈIÊ0É�ñ�Ë�Ë : ëTòá Îîí3òá
Two steps in the same priority block cannot be applied

in the same execution, and ó�×iÉ
×�ô , ÈEÆ5É�ÈIÊ0É�×�Ë�Ë'õ�ö ä ÈEÆ5É�ÈIÊµ÷ðiÉ
×�ôøË�Ë . This block construction is similar to a case struc-
ture in programming languages. A protocol execution with
substitution ù must now also satisfy: For every priority
block (indexed by Ê ), we apply step ÈEÆ5É�ÈIÊ0É�×�Ë�Ë if ó�× , ó¥ú ,ë�ûá ù�üý ë]ìá ú and ... and ë�ûá ù³üý ë�û è Òá ú .

For technical reasons, we introduce for each variableþ , a term ÿ��������IÊ	��
 that does not appear anywhere in the
protocol description, that is initially known only by the in-
truder and such that � ÿ��������IÊ	��
� ý ê . Then, an attack is

now given by an order which is compatible with the given
partial order and a substitution ù verifying the above steps
conditions, the usual ë á ù�������������È�í ì ù¥É�Í�Í¡É�í á è ÒNù�Ë andí�����������������������È�í ì ù¥ÉNÍ¡Í�É0í���ù�Ë conditions, and for all vari-
ables þ , ÿ��������IÊ	��
 may only appear in ùWÈ þ Ë . This last con-
dition does not restrict the intruder since he is not forced to
use ÿ��������IÊ	��
 .

First we can remark that all properties, lemmas, and
proofs about derivations remain valid since we did not
change the intruder rules. Therefore, the only proof to be
adapted is the one of Lemma 4: We build a new substitu-
tion ù%ô from ù , and we must prove that it still satisfies the
requirements for an attack. To do that, we assume first thatÿ��������IÊ	��
 is used instead of ÿ�������EÊ	� for ùWÈ þ Ë in the proof
of the lemma.

We have ë á ù%ô�������������È�í ì ù%ôEÉ�Í�Í¡É�í á è Ògù%ôAË and í������������
����������È�í ì ù%ô
ÉNÍ¡Í�É0í���ù%ôAË . And for each attack step  è Ò È�ñ�Ë ý
ÈEÆ5É�ÈIÊ0É�×�Ë�Ë , we have ë û á ù üý ë]ìá ú and ... and ë û á ù¨üý ë û è Òá ú
by definition of ù . Let us show by contradiction that there
is no ú such that ë û á ù%ô ý ë û"!á ú for some ×�ô´õ�× . Two cases
are possible: If þ appears in ë û á , then ÿ���#���EÊ$� 
 appears inë û á ù ô and in ë û"!á ú . Therefore, we have ë û á ù ý ë û"!á ú ô forú;ô equal to ú with ÿ��������IÊ	� 
 replaced by ùWÈ þ Ë . But this is
impossible by definition of ù . If þ does not appear in ë û á ,
then ë û á ù ý ë û á ù%ô ý ë û"!á ú and we also have a contradiction.
This way, we have proved that ù�ô defines an attack with the
same execution order and which is smaller than ù (since
� ÿ�������IÊ	��
�� ý ê . The lemma follows.

Since all bounds on derivations and attacks remain valid
we only need to add to our insecurity detection procedure,
an extra guessing step for the branches to be taken at choice
points in order to derive an NP procedure for the more gen-
eral case of protocols with choice.

4.4 Otway_Rees Protocol

Identifiers
A, B, S : user;
Kas,Kbs, Kab: symmetric_key;
M,Na,Nb,X : number;

Knowledge
A : B,S,Kas;
B : S,Kbs;
S : A,B,Kas,Kbs;

Messages
1. A -> B : M,A,B,{Na,M,A,B}Kas
2. B -> S : M,A,B,{Na,M,A,B}Kas

,{Nb,M,A,B}Kbs
3. S -> B : M,{Na,Kab}Kas,{Nb,Kab}Kbs



{ %"%'&)(+*�, , -/.�-$0 132/45("&)(7698:(<;�=9>�(+2?45(7&)(7698A@�BDC�E )
%"%'6F(+*�, , 2HGJIK("GL#("698�(MG�N 1OGJIK("GLK("6F("G�N�(P;+=9QR("GI#(MGLK("6F@�BDSTE )
%"%?UV(+*�, , GW#("&X("6F(<;<GY#(MGJWK(7&)(76Z@+B C�E (P;+G[#(MGW#("&X("6F@+B STE 1OGJWK(<;<GY#("\^]P_A@�B C�E (<;+G[#("\^]P_A@�B STE )
%"%'6F(A`K, , G I (MGJab(P;�= Q (MGcb@�BDSTE 1OG I ("Ga )
%"%'&)(A`K, , 45(P;+= > (MG:d�@+B C�E 1e;�U�f�g�h�f+0A@�i�j )
%"%'6F(7k#, , ;�U�f�g�h�f�0A@+i�l 1mf�.on ) }

Figure 2. Otway_Rees protocol in our notation

4. B -> A : M,{Na,Kab}Kas
5. A -> B : {X}Kab

Let us write in Figure 2 the Otway_Rees protocol specifica-
tion with our notation. For simplicity we write 45(74qpH(A4rp p
for 2M2/45(74rps8:(74rp ps8

An execution can be obtained by taking the proto-
col steps in the given order and by taking the substi-
tution is: G d�t \ ]<_ , G Iut 4 , G Lut & , G Net
;�2'=9>v(�2?45(�2'&)(769878M8�@�BDC�E , Ga t ;<G Y ("\ ]<_ @+BvC�E , Gc t
\ ]P_ , G Wwt 4 , G Y5t =X> , G [wt = Q . An attack can
be performed on this protocol with initial intruder knowl-
edge: U:x t ;�y�z{#h�|'-$f#@ , using the substitution } G d�~
2/45(+2?&)("6�8"8	� and the steps %'&X(<*�, , %?&)(7`#, since:

2/45("&)(7698:(<;�= > (A45("&)(76Z@ B C�E���������������� 45(<;+=X>�(�2?45("&X("6�8�@ BvC�E
and

;�U�f�g�h�f�0A@#�s��� > � Q�� (�2?45("&X("6�8:(P;�= > (+2$45("&)(7698�@�B C�E� �� � ��� U�f�g�h�f�0
4.5 Proof of Lemma 1

Given a set of terms � , a variable G and a message 0 , we
want to show: � �F} G ~ 0$��� � >���� � �Z("0<� � >�� :

Let us first remark that we have � 0�(M0<� � >�� t � 0<� � >�� . We
recall that UV�:�b%'�Xp�, denotes the set of subterms of �Xp . We
introduce a function ���ZUV�:�b%'�F} G ~ 0$�H,^� � UV����%'�F(M0M,
and we show that � is one-to-one. Let us define � for ���
U��:��%?�F} G ~ 0$��, by:

� �V%'�V, t � if ��� U��:��%'0M, .

� �V%'�V, t ��p if � t ��p/} G ~ 0$� for some subterm �Vp of
�

When several �Vp are possible in the definition above then
we take one arbitrarily. Let us show that � is one-to-one.
Consider �v(M¡¢��UV����%'�F} G ~ 0$�H, with �¤£t ¡ .

� If �v(M¡¥�¦UV����%H0M, then �V%'�V, t � , �V%'¡§, t ¡ , and
�V%'�V,¨£t �V%'¡§, .

� If ���¢UV����%H0M, and ¡ t ¡�p/} G ~ 0$� , and ¡�pV�¢UV�:�b%'�X, ,
then ��} G ~ 0$� t �¥£t ¡ p } G ~ 0$� , �¥£t ¡ p and so
�V%'�V,©£t �V%H¡§, .

� If � t ��p/} G ~ 0$� and ¡ t ¡§p$} G ~ 0$� , with ��p?(M¡�pR�
UV����%'�9, , then ��pV£t ¡§p and �V%?��,ª£t �V%H¡�, .

This proves the property, since the DAG-size of a set of
terms is equal to number of distinct subterms they contain.«
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