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Abstract

We provide a method for deciding the insecurity of cryptographic protocols in the presence of the
standard Dolev-Yao intruder (with a finite number of sessions) extended with so-called oracle rules,
i.e., deduction rules that satisfy certain conditions. As an instance of this general framework, we
obtain that protocol insecurity is in NP for an intruder that can exploit the properties of the exclusive
or (XOR) operator. This operator is frequently used in cryptographic protocols but cannot be handled
in most protocol models. An immediate consequence of our proof is that checking whether a message
can be derived by an intruder (using XOR) is in PTIME. We also apply our framework to an intruder
that exploits properties of certain encryption modes such as cipher block chaining (CBC).
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1. Introduction

Cryptographic protocols have been designed for handling secure electronic communica-
tions. Verification tools based on formal methods (e.g., model checking) have been quite
successful in discovering new flaws in published security protqd8l23,29,9,3,4].

While most formal analysis of security protocols abstracts from algebraic properties of
operators, such as the multiplicativity of RSA or the properties induced by chaining methods
for block ciphers, many real attacks and protocol weaknesses rely on these properties. A
typical example is an attack on Bull's recursive authentication protocol first observed by
Ryan and Schneider [28]. The protocol is used to distribute a connected chain of keys linking
all the nodes from the originator to the server. Ryan and Schneider show that if one key is
compromised the others can be compromised too thanks to the property of the exclusive or
(XOR). Conversely, if XOR is considered a free operator then, as shown by Paulson using
the Isabelle prover [25], the protocol is secure.

Recently, several procedures have been proposed to decide insecurity of cryptographic
protocols w.r.t. a finite number of protocol sessions [2,5,15,27,22,17]. Moreover, some spe-
cial cases for an unbounded number of sessions have been studied [13,14,11,1] (see also
[20,30] for related work). All these results assume encryption to be pepedett encryp-
tion assumptiop one needs a decryption key to extract the plaintext from the ciphertext, and
also, a ciphertext can be generated only with the appropriate key and message (no collision).
Only very few works on formal analysis have relaxed this assumption. In [21,16], unification
algorithms are designed for handling properties of Diffie—Hellman cryptographic systems.

In this paper, we generalize the decidability result of [27], stating that insecurity for
finitely many protocol sessions is in NP, to the case where messages may contain the XOR
operator and where the Dolev—Yao intruder is extended by the ability to compose messages
with the XOR operator. More precisely, we give a linear bound on the size of messages
exchanged in minimal attacks and present an NP procedure for deciding insecurity with
XOR. This extension is non-trivial due to the complex interaction of the XOR properties
and the standard Dolev—Yao intruder rules. The technical problems raised by the equational
laws are somewhat related to those encountered in semantic unification.

To prove our result, we have extended the Dolev—Yao intruder with so-called oracle rules,
i.e., deduction rules that satisfy certain conditions. In this general framework we show that
insecurity is decidable in NP. Now, the results for XOR are obtained by proving that the
XOR rules satisfy the conditions on oracle rules.

Our framework is general enough to also handle other algebraic properties. More specif-
ically, we show that the Dolev—Yao intruder equipped with the ability to exploit prefix
properties of encryption algorithms based on cipher-block-chaining (CBC) also falls into
our framework.

To the best of our knowledge, the decidability results presented here (see also [6]) are the
first, besides the ones by Comon and Shmatikov [12], that go beyond the perfect encryp-
tion assumption. We briefly compare our work with [12]: we prove that, in the presence of
the XOR operator, the problem of checking whether a message can be derived by an in-
truder is in PTIME—this problem is callatkrivation problenhere andyround reachability
problemin [12]. In [12], the derivation problem is shown to be in NP for the XOR oper-
ator and for abelian groups, respectively. As for the general insecurity problem, we show
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NP-completeness based on a theorem that ensures the existence of attacks of linear size.
Comon and Shmatikov present a decision procedure with a higher complexity. This pro-
cedure is based on constraint solving techniques. However, they consider a more general
class of protocol rules. In Sectidh2, we argue that these more general rules are rather
unrealistic. Finally, we believe that our framework is quite general in the sense that different
intruders with different deduction capabilities can be captured such as those for exploiting
properties of encryption based on block ciphers (see Section 7).

Structure of the papeiin the following section, we provide an example illustrating the
role of XOR in attacks. We then, in Section 3, introduce our protocol and intruder model.
In particular, this section contains the definition of the oracle rules. The decidability result
for the general framework is presented in Section 4, including the description of the NP
decision algorithm. Proofs are provided in Sections 5 and 6. Then, in Section 7, XOR
rules and prefix rules are introduced and it is shown that these rules are oracle rules, which
implies the mentioned complexity results. This section also contains an example illustrating
the additional power of prefix rules in attacks.

2. A motivating example

We demonstrate that when taking the algebraic properties of XOR into account, new
attacks can occur. As an example, we use a variant of the Needham—-Schroeder—Lowe Pro-
tocol [19], i.e., the public-key Needham-Schroeder Protocol with Lowe’s fix, where in
some place, instead of concatenation XOR is used. Using common notatior{r(nefg(.,
denotes the encryption of messagevith the public key of agenX), the protocol is given
as follows:

1 A— B:{Na, Alg,

2. B — A:{Ng,XOR(N4, B)}ZA

3.A— B: {NB}{,’(B.
If XOR is interpreted as free symbol, such as pairing, then according to [19] this protocol
is secure. In particular, the intruder is not able to get holt¥ pf However, if the algebraic
properties of XOR are taken into account, the following attack is possible, which is a variant
of the original attack on the Needham-Schroeder Protocol and which allows the intruder
| to obtainNp. In this attack, two sessions run interleaved where the steps of the second

session are marked withIn the first sessior talks to the intrudet, and in the second
sessior, purporting to be, talks toB.

LA — I:{Na, A,

1. 1(A) — B :{XOR(Ng4, B, I), A}QB,
2.B — I(A): {Ng,XOR(N4, B, I, B)}’;(A,
2.1 — A :{Ng,XOR(Ny, B, I, B)}’,’(A,
3A—~1: {NB}[;Q.
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In step 1. of this attack] first decrypts the messag 4, A}Ql to obtainN4 andA. Thenl
applies the XOR operator to compwi®R(N4, B, I), before this message together wits
encrypted foB. In 2 and 2 it is used that the message®(N 4, B, I, B) andXOR(N 4, I)

are equivalent w.r.t. the properties of XOR, i.BQR(Ng4, B, I, B) =xorR XOR(Ny, I),

and hence, the message in 2 has the form as expectéd\blg emphasize that without
the intruder’s ability to apply the XOR operator and without taking into account algebraic
properties of XOR, this attack could not be carried out.

3. The protocol and intruder model

The protocol and intruder model we describe here extends standard models for the (au-
tomatic) analysis of security protocd,14,27,22] in two respects. First, messages can be
built using the XOR operator, which is not allowed in most other protocol models. Second,
in addition to the standard Dolev—Yao rewrite rules, the intruder is equipped with the above
mentioned oracle rules. In what follows, we provide a formal definition of our model by
defining terms, messages, protocols, the intruder, and attacks.

3.1. Terms and messages

First, recall that a finite multiset over a & a functionM from Sto N with finite domain.
We use the common set notation to define multisets. For exafaple, a, b} denotes the
multisetM with M (a) = 3, M(b) = 1, andM (x) = O for everyx ¢ {a, b}.

Terms are defined according to the following grammar:

term:= A|V| (term term) | {term}ig | {term}% | XOR(M),

whereA is a finite set of constantatomic messaggscontaining principal names, nonces,
keys, and the constants O asetret; K is a subset of4 denoting the set of public and
private keys;V is a finite set of variables; and is a non-empty finite multiset of terms.
We assume that there is a bijectiort on X which maps every public (private) kéyto its
corresponding private (public) kéy . The binary symbal-, -) is calledpairing, the binary
symbol{-}* is calledsymmetric encryptigrthe binary symbof-}” is public key encryption
Note that a symmetric key can be any term and that for public key encryption only atomic
keys (namely, public and private keys frd@) can be used. A term with headRr is called
non-standarand otherwise it is callestandard Because of the algebraic propertiesoR
(see below), it is convenient to define tker operator as done above, instead of defining
it as a binary operator. We abbreviat®Rr({t1, ..., t,}) by XOR(t1, ..., t,).

Variables are denoted by y, terms are denoted ks/t, u, v, and finite sets of terms are
written E, F, ..., and decorations thereof, respectively. We abbreviateF by E, F, the
unionE U {t} by E, t, andE \ {t} by E \ . The same abbreviations are used for multisets.

For a termt and a set of termE, V(r) andV(E) denote the set of variables occurring in
t andE, respectively.

A ground term(also callednessaggis a term without variables. Agound substitution
is a mapping fronV to the set of (ground) terms. The application of a substitutido a
termt (a set of termE) is writtento (E o), and is defined as usual.
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Given two terms, v, thereplacemenbf u by v, denoted byu < v], maps every terrh
to the terny[u < v] which is obtained by replacing all occurrencesi@f t by v. Note that
the result of such a replacement is uniquely determined. We can compose a substitution
with a replacemeni: the substitutiorrd maps every € 1V to a(x)0.

The multiset ofactorsof a termt, denoted byF (¢), is recursively defined: if = XOR(M),
thenF(t) = U, ¢y F(t'), and otherwise, if is standardF(r) = {¢}, whereU is the union
of multisets. Note tha# (¢) only contains standard terms. For example, with, ¢ € A,
F(XOR(c, (XOR(a, b), ¢), ¢)) = {c, ¢, (XOR(a, b), c)}.

The set olsubtermf a termt, denoted byS(¢), is defined as follows:

o Ifr € Aort € V,thenS(r) = {t}.

o If £ = (u,v), (u}s, or{u}l), thenS(t) = {t} U S(u) US(v).

e If tis non-standard, thefi(r) = {t} U Uueﬂl) Su).

We defineS(E) = [J,cg S(1). Note thatxor(a, b) ¢ S(XOR(XOR(a, b), ¢)).

We define the size of a term and a set of terms basically as the size of the representation
as aDirected Acyclic Grapi{DAG). That is, the DAG) size|¢| (resp.| E|) of a termt (resp.
a set of term&) is the cardinality of the sef(r) (resp.S(E)). Note that| - | applied to a
set of terms will always denote the DAG size of the set rather than its cardinality.

The XOR operator is considered to be commutative, associative, nilpotent, and 0 is the
unit element. According to these properties, the normal form of a term is defined as the result
of the normalization functionn_' : term — term Before providing the formal definition
of this function, we illustrate it by some examples:

Ifa,b,c,d € A, then

"XOR(XOR(a, b, d), XOR(c, d))' = XOR(a, b, ¢),
"(XOR(0, a, a, b, ¢), XOR(a, XOR(a, ¢)))' = (XOR(, ¢), ¢),
'XOR(a, (XOR(D), a), c)' = XOR(a, (b, a), c).

However,
'xOR({a, b), (a, ¢))' # (0, XOR(b, ¢)) .

Formally, the normalization function is recursively defined as follows:
e 'a' = a for an atom or a variable,
o ", v) =, ), s = {u"}4, and'{u}] = {"u'}} for termsu andv,
. v . .
e For a non-standard tertndefineM, to be the multiset of factors ofn normalized form,
ie.,

M, (1) = > F@)(@") | mod 2
,t//

1 —

for every term’ # 0, andM; (0) = 0. (Recall thatF (¢) is a multiset.) Now, if\; (') = 0
for everyr’, then we setr' = 0. If M, (1') # O for exactly one’, then we definés' = ¢'.
Otherwise, we sét' = XOR(M,).
The normalization function extends to sets, multisets of terms, and substitutions in the
obvious way. A ternt is normalizedif 't' = ¢. In the same way normalized sets, multisets
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of terms, and substitutions are defined. Two tetmmisd:’ areequivalentmodulo XOR) if
' =", In this case, we write =xoR ?’.
One easily shows:

Lemma 1. For everyn >0, term t and substitutiory:
(1) ''1<|z], and

(2) I—Z‘O'_‘ = r’_l‘_‘()'—l = I—Z‘FG_H = I_'_l‘—“—O'_H.

We finally remark:

Remark 2. For every normalized termhwith |z| <n, the number of arguments of XOR
operators occurring ihis bounded by. Therefore, representinidas a DAG) needs space
polynomially bounded im.

3.2. Protocols

The following definition of protocol rules, protocols, and execution orderings is explained
below.

Definition 3. A protocol ruleis of the formR = S whereRandSare terms. Aprotocol P
isatuple({R; = S;, i € I}, <7, E) whereE is a finite normalized set of messages with
0 € E, theinitial intruder knowledgeZ is a finite (index) setx<7 is a partial ordering on
Z,andR; = S;, for everyi € Z, is a protocol rule such that

(1) the termsk; andsS; are normalized,;

(2) forallx € V(S;), there existg <zi such thatr € V(R});

(3) for every subternxor(t4, ..., t,) of R;, there exist& € {1, ..., n} such thab/(¢) C
Uj<;iV(R;) foreveryl € {1,..., n}\{k}. (Note that, sinc®; is normalizeds,, ..., t,
are standard terms.)

A bijective mappingr : 77 — {1, ..., p} is calledexecution orderindor Pif 7/ C Z, pis

the cardinality ofZ’ and for alli, j we have thatif <7 j andn(}) is defined, them(i) is

defined andt(i) < =(j). Letp be thesizeof =.

Given a protocoP, in the following we willassume thad is the set of constants occurring
in P. We defineS(P) = EU ;.7 (R US;)) to be theset of subterms of RP| = |S(P)]
to be the DAG) size of RandV = V(P) to be the set of variables occurringin

Intuitively, when executing a rul&; = S; and on receiving a (normalized) message
in a protocol run, it is first checked whetherand R; match, i.e., whether there exists a
ground substitutiom such thain =xoRr R;o. If s0,"S;c' is returned as output. We always
assume that the messages exchanged between principals (and the intruder) are normalized—
thereforemis assumed to be normalized and the output of the above rulessabtitS; o '.
This is because principals and the intruder cannot distinguish between equivalent terms,
and therefore, they may only work on normalized terms (representing the corresponding
equivalence class of terms). Finally, we note that since the different protocol rules may
share variables, some of the variable®jnandS; may be binded already by substitutions
obtained from applications of previous protocol rules. We are not actually interested in a
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normal execution of a protocol but rather in attacks on a protocol. This is the reason why
the definition of a protocol contains the initial intruder knowledge. Attacks are formally
defined in Sectio.3.

Before we explain Conditions 1-3 in Definition 3, we formalize the protocol informally
described in Section 2: the set of atoms is

A=1na,a,l, b, ka, kb, ki, ki~t, 0, secret},

where in Sectio2 the secret wad . The initial intruder knowledge iSo = {0, 1, ki, ki~1,
ka, kb}. The protocol rules are the following, where we have only retained the rules that
are used in the attack:

(a,1): 0= {(na,a)},fi,
(a,2): {{xsecret, XOR(na, I)H/fa = {xsecret}/lji )
b,1) : {(xna» a)},fb = {(secret, XOR(xpq, b))},fa.

Obviously, Conditions 1-3 are satisfied. We h&ve= {(a, 1), (a, 2), (b, 1)} and <z=
{((a, D), (a, 2))}.

We now discuss the three conditions of Definit&rCondition 1 is not a real restriction
since, due to Lemma 1, the transformation performed by a protocol rule and its normal-
ized variant coincide. Condition 2 guarantees that when \§jitAn output is produced,
the substitutions of all variables i} are determined already. Otherwise, the output of a
protocol rule would be arbitrary, which is of course undesirable. For instance, if a protocol
contains a protocol rule of the form= x where the variable occurs for the first time,
thenx can be substituted by an arbitrary message, and hence, arbitrary output can be pro-
duced by this rule. By Condition 2 such undesirable phenomena are excluded. Condition
3 guarantees that when applying a protocol rule, the substitution of the variables in this
rule can uniquely and immediately be determined when given the input from the intruder
for this rule. For example, if a protocol contains a rule of the ftoR(x, y) = (x, y)
where the variableg andy occur for the first time, then this protocol violates Condition
3: on receivingXxoRr(a, b, c¢), for instance, infinitely many substitutions are possible, in-
cluding {x +— XOR(a, b), y +> c}, {x — XOR(b, {(a, a)), y +> XOR(a, c, {a, a))}, {x >
XOR(b, (a, {a, a))), y — XOR(a,c, {a, {(a,a)))} etc. In other words, a principal can arbi-
trarily pick a substitution out of infinitely many possible substitutions. With Condition 3
we avoid this. The following two examples illustrate that when Condition 3 is not satisfied,
then this is due to an “unreasonable” specification of the protocol.

We start with a very simple protocol which contains two rules, (A,i) and (A,j), where
(A,i) preceeds (A,)). Intuitively, these rules are part of a description of a prinéipeho
would first apply(A, i) before performing A, j)

(A,i): XOR(x,y) = ---

(A, )): X =y

Informally speaking, inA, i) principal A accepts a message whislbelieves to be of the
form xoR(x, y). However, since neitheenory is known at this pointA has to accept any
message. Only when performirig, j) one part of the message, namglys determined,
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and from this together witROR(x, y) A can compute the second partThe problem with

the above description is that, i) cannot be performed deterministically. Principdhas

to guess somg andy (infinitely many substitutions are possible). Only latecAf, j) is
performedk andy can be determined. However, in an attédk j) might never be applied.
This phenomenon will occur in every protocol where Condition 3 is not satisfied and it is
due to an ill-defined protocol specification. In the example, the way the protocol should be
modeled is the following:

(Ai): z=> -

(A, j): x => XOR(z, y)

Obviously, in this formulation of the protocol Condition 3 is satisfied.

The second example presents a protocol where a message is received at one point of the
protocol run and decrypted at a subsequent step. In the informal Alice and Bob notation,
the protocol is stated as follows:

1. A— B: XOR({Ny}k .{B}%),
2. B— A : XOR({N,}% , {B}Y), B),
3.A— B : K,

4. B— A : N,.

In this protocol, principaB receiveq N, } x @ { B}k fromAand returngN,}% © {B}x @ B.
WhenA sends the ke, B is able to retrieveV, from the message previously received
from A. The following is a naive formalization of this protocol where the partial ordering
of the rules is defined in the obvious way:

(A, 1) 0 = XOR({Na}% » {B}%),
(B.1): xoR(lx},,{B},) = xOR({x},,{B},.B).
(A, 2) : XOR({Ny} , {B}k » B) = K,
(B, 2): y = X.

First note that because 0B, 1), Condition 3 is not satisfied. However, this formulation of

the protocol is unrealistic because(iB, 1) principal B only accepts messages which are
obtained as thgoR of two encrypted messages whose key and in case of the first encrypted
message whose plainteRtdoes not know. Hence, in a realistic implementati®is not

able to check whether the received message has the required form, but rather has to accept
any message. The protocol should therefore be stated as follows:

(A,1): 0 = XOR({Na}y , {B}y),
(B,1): z = XOR(z, B),
(A,2) : XOR({Ny}% , {B}k ., B) = K,

(B,2): y = {z¥vp »
(B,3): xor({{x}} , {Bh}y,) = X.

whereN,, is a fresh nonce which is only known B In stepg B, 2) and(B, 3) we describe
that B receives a message supposinglyK, which is then used to extradf, from (the
message substituted fa)Note that this formulation of the protocol satisfies Condition 3.
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We point out that if12] no restrictions on protocol rules are put, and thus, as illustrated
above, also “unreasonable” protocol specifications, where Condition 3 is not satisfied, are
allowed.

3.3. The intruder model and attacks

Ourintruder model follows the Dolev—Yao intruder [13]. Thatis, the intruder has complete
control over the network and he can derive new messages from his initial knowledge and the
messages received from honest principals during protocol runs. To derive a new message, the
intruder can compose and decompose, encrypt and decrypt messages, in case he knows the
key. What distinguishes the intruder we consider here from the standard Dolev—Yao intruder,
is that we will equip the intruder witlyuess ruleswhich provide him with additional
capabilities of deriving messages. In Section 3.4, we consider classes of guess rules with
certain properties, the so-called oracle rules. As mentioned, in Section 7 we will look at two
different instances of these oracle rules, namely XOR and prefix rules.

The intruder derives new messages from a given (finite) set of message by applying
intruder rules. Anintruder rule (or t-rule) L is of the formM — ¢, whereM is a finite
multiset of messages ands a message. Given a finite $£bf messages, the rulecan
be appliedto E if M is a subset OE, in the sense that i#7 (') # 0, thent’ € E for every
message’. We define thestep relation—; induced byL as a binary relation on (finite)
sets of messages. For every finite set of messByes haveE — E, ¢ (recall thatE, ¢
stands forE U {r}) if L is at-rule andL can be applied t&. If £ denotes a (finite or infinite)
set of intruder rules, ther> ; denotes the uniop); ., — 1 of the step relations>; with
L € L. With —7. we denote the reflexive and transitive closure-of.

The set of intruder rules we consider in this paper is depicted in Fig. 1. In this table,
a, b denote (arbitrary) messagés§,s an element ofC, andE is a finite set of messages
(considered as multiset).

We emphasize that the notion witruder rule will always refer to the rules listed in
Fig. 1. For now, there may be any set of guess rules of the kind shown in Fig. 1, later we
will consider certain classes of guess rules, namely oracle rules.

We refer to certain sets of intruder rules using the notation as depicted in Fig. 1. For
exampleL ,1({a, b)) refers to the singleton s¢fa, b) — a}andL.({(a, b)) to the singleton
set{a,b — (a,b)}. In the same way. ,2({a, b)), Laa({a}y), Lya({a}}), Lc({a}y), and
L.({a};) define sets consisting of one intruder rule. With, () and L,.(a) we denote
(finite or infinite) sets of guess rules. Note that, even if no guess rules are considered, i.e.,
for every messaga the setsl,;(a) and L,.(a) are empty, the number of decomposition
and composition rules is always infinite since there are infinitely many messak€eshe
reasort. y1({a, b)), L p2({a, b)), Laa(fa}g), Lsa(a}y), Le((a, b)), Le({a}g), andL({a}))
denote singletons rather than intruder rules is simply notational convenience.

We further group the intruder rules as follows. In the followittginges over all messages.

o Ly(t) = L,y1(t) U Lp(r) U Luq(r) U Ley(2) for every message In case, for instance,

L,1(¢) isnotdefined, i.e., the head symbot &f not a pair, thetL ,1 (1) = ¥; analogously

for the other rule sets,

o Lg= Ur La(t), Le = U[ L),
o Log = U, Loa(t), Loc = U[ Loc (),
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Decomposition rules Composition rules
Pain L,1({a, b)): {a,b) — a Lc({a,b)):a,b — {(a,b)
Lp2((a, b))t {a,b) — b

Asym.| Lag({aty ):{a}h K™Y > a| Le(a}f) a. K — (a}f

Sym{ Lgg(a}y ):lal,,b—a Le({aly, dia,b— {a)}
Guess Log(a): E — a Loc(a): E — a  with
with asubterm ofE | E, a normalized and suc
andE normalized,| that every proper subter
of ais a subterm oE.

3 0

Fig. 1. Intruder rules.

Lo(t) = Loc(t) ) Lod(t); Lo = LocU Loa,

L4(1) is the set of all decompositidrrules in Fig.1, i.e., allt-rule in the left column of

the table,

Lq=, La(®),

L.(t) is the set of all compositiotirules in Fig.1.

Le=U, L(0).

o L=LsUL..

Note that£ denotes the (infinite) set of all intruder rules we consider here. The set of
messages the intruder can derive from a (finite Eset messages is

forge(E) = {E" | E >} E'}.

From the definition of intruder rules in Fid.it immediately follows:
Lemma 4. If E is a normalized set of messagt®en forg€F) is normalized

The lemma says that if an intruder only sees normalized messages, then he only creates
normalized messages. Intruders should be modeled in such away thatthey cannot distinguish
between equivalent messages since if one thinks of, for instance, the mesgége, b),
which is equivalent th, as a bit string obtained by “XORing” the bit stringsa, andb, then
this bit string is simplyb. Therefore, in what follows we always assume that the intruder’s
knowledge consists of a set of normalized messages, where every single normalized message
in this set can be seen as a representative of its equivalence class.

We are now prepared to define attacks. In an attack on a prdpita intruder (nondeter-
ministically) chooses some execution orderFoaind then tries to produce input messages
for the protocol rules. These input messages are derived from the intruder’s initial knowl-
edge and the output messages produced by executing the protocol rules. The aim of the
intruder is to derive the messagexret. If different sessions of a protocol running inter-
leaved shall be analysed, then these sessions must be encoded into the profbiis
the standard approach when protocols are analysed w.r.t. a bounded number of sessions,
see, for instancg27].

Definition 5. Let P = ({R;. = S} | j € I}, <7, So) be a protocol. Then aattackon
P is a tuple(n, o) wheren is an execution ordering oR andg is a normalized ground
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substitution of the variables occurring fhsuch thaf R;¢' € forge("So, S10, ..., Si_10)
for everyi € {1, ..., k} wherek is the size ofr, R; = R;_l(,-), ands; = S;_l(i), and such

thatsecret e forge(' So, S10, ..., Ska).

Due to Lemma 1, it does not matter whether, in the above definignormalized or
not. Also note that Lemméd implies:'forge(' S, S10, ..., Si_16")' = forge("So, S10, . ..,
Si_10)).

The decision problem we are interested in is the following set of protocols:

INSECURE= {P | there exists an attack &}.

3.4. Oracle rules

Oracle rules are guess rules which satisfy certain conditions. To define these rules, we
first need some new notions.

A derivation Dof lengthn, n >0, is a sequence of steps of the foBn—, E, 1 —,

- —, E. 1, ..., t, with a finite set of messagés messages, ..., t,, intruder rules
L; € L,suchthatE,r1,...,ti—1 —, E,t1,....t; ands; ¢ EU{ty, ..., 11}, for every
i € {1,...,n}. The ruleL; is called theith rule in D and the stef®, 11, ..., -1 —,
E,n,...,t is called thdth stepin D. We write L € D to say thatL € {L1,...,L,}.If S
is a set of intruder rules, then we wrise¢ D to sayS N {L1,..., L,} = @. The message
t, is called thegoal of D.

We also needwell-formed derivations which are derivations where every message
generated by an intermediate step either occurs in the goal or in the initial set of
messages.

Definition 6. Let D = E —, ... =, E’ be a derivation with goal. Then,D is
well-formedif for every L € D andt’ we have that. € £.(¢") impliest’ € S(E, t), and
L € L4(t") impliest’ € S(E).

We can now define oracle rules. Condition 1 in the following definition will allow us
to bound the length of derivations. Condition 2 says that to dexifrem E it is not nec-
essary to first compose a messageom E using an oracle rule and then decompbse
to obtaina. Condition 3 allows us to replace a messagehich can be composed from
F \ u by a smaller messaggu) in an application of an oracle rule. Conditions 2 and 3
together are later used (see Sect@&)no bound the size of the substitutienof an at-
tack. They allow us to replace a subtewmin ¢, composed by the intruder, by a smaller
message.

Definition 7. LetL, = L,. U L,y be a (finite or infinite) set of guess rules, whérg and
L,, denote disjoint sets of composition and decomposition guess rules, respectively. Then,
L, is aset of oracle rulegw.r.t. L. U L, as defined above) iff:
(1) For every messadeif ¢ € forge(E), then there exists a well-formed derivation from
E with goalt.
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Input: protocolP = ({R, = S,, 1 € Z}, <7, So) withn = |P|, V = Var(P).
(1) Guess an execution ordeffor P. Letk be the size oft.
LetR; = R;—l(,-) ands; = S;—l(i) fori e {l,..., k}
(2) Guess a normalized ground substitutiosuch that{c(x) | x € V}| < 3n.
(3) Check thatr;¢' € forge('{Sjo | j < i} U{So}") for everyi e {1,....k}.
(4) Checksecret € forge('{Sjo | j < k+ 1} U {So}).
(5) If each check is successful, then answer “yes”, and otherwise, “no”.

Fig. 2. NP decision procedure for insecurity.

(2 WF -1, F.tandF,t — 1,1 F,t,a, thenthere exists a derivati@nfrom F with
goala such thatL,(r) ¢ D.

(3) For every non atomic messagghere exists a normalized message) with |e(u)| <
"u'| such that: For every finite sBtof messages with @ F,if F\u —,_ ¢, F,i.e.,u
can be composed frotfi \ « in one step, thed® — ) F,t implies"t[u < ew)]' €
forge(' Flu < ¢(u)]") ande(u) € forge(F) for every message

In Section7 we will present sets of oracle rules. An example for guess rules which do
not form a set of oracle rules is the following, () = {{t} — ¢} andLoc({t}fmm) =
{{t}fa’b) — {t}3} wheret is an arbitrary message andb, ¢ are fixed atomic messages.
That iS;Loc({t}ia)b)) allows to turn an encryption with ke, b) into an encryption with
key c. Using L, (¢) such a message can then be decrypted. It is easy to check that neither
of the three conditions in Definition 7 is satisfied.

4. Main theorem and the NP decision algorithm

We now state the main theorem of this paper. In Section 7, this theorem will allow us to
show that NSECUREiIs in NP in the presence of an intruder that uses XOR rules and prefix
rules, respectively.

Theorem 8. Let L, be a set of oracle rules. E — ¢ €7 L, can be checked in polynomial
time in|E, t| for every finite set E of messages and messapemINSECUREIS in NP.

The NP decision procedure is given in F&.In the following two sections, we show
that this procedure is sound and complete, and that it runs in non-deterministic polynomial
time. From this, Theorem 8 follows immediately.

Clearly, the procedure is sound. In Section 5 we show that the procedure runs in non-
deterministic polynomial time. To this end, we prove that the derivation problem (called
ground reachability problem in [12]) can be decided in polynomial time (Theorem 9). This
result is of independent interest. As a corollary, we obtain the desired complexity bound
(Corollary 10). Completeness of our procedure is then established in Section 6 where we
show that if there exists an atta¢k, o) on P, then there is one with the size @founded
as in step 2 of the procedure (Theorem 20).
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5. Deciding the derivation problem

The derivation problem is defined as follows:
DERIVE = {(E,T) | t € forge(E)},

whereE is a finite set of messages anid a message, both given as DAGs.
We show:

Theorem 9. DERIVE € PTIME given thatE — ¢ €° L, can be checked in polynomial
time in|E, t| for every finite set E of messages and message t

Proof. Letd,(E) be the set consisting of the messages and the messagese S(E, 1)
that can be derived fror& in one step. Using that the number of terms= S(E, 1) is
linear in|E, t| and thatE — r € L, can be checked in polynomial time it is easy to
see thatl, (E) can be computed in polynomial time &, ¢|. Now, if ¢ € forge(E), then
Definition 7 guarantees that there exists a well-formed derivallog E —, E,t1 —
o= E 1, ..., t,withs, =z, Inparticulary; € Sub(E, t) foreveryi € {1,...,k}. By
definition of derivations, al} are different. It follows < |7, E|. Moreover, Witmto(E) =FE
andd!*Y(E) = d,(d!(E)) we have that € d,"'|(E) iff 1 € forge(E). Sinced/*""(E) can
be computed in polynomial time, Theorem 9 followg.]

As an immediate consequence we obtain:

Corollary 10. The procedure depicted in Fig.runs in polynomial time inP| given that
E — 1 €7 L, can be checked in polynomial time]if, ¢| for every finite set E of messages
and message t

Proof. It suffices to observe that steps 3 and 4 of our procedure can be performed in deter-
ministic polynomial time in P|. Giveno with |{o(x) | x € V}|<3n and using Lemma 1

we have that' R;a, Soo, ..., Si_10'|< |R;ia, So0, ..., Si—16] < |Ri, So, ..., Si—1, a(V)]

< |P|+3-|P| <4-|P|. Similarly for | secret, Sog, .. ., Sxa'|. Hence, using Theorem 9 it
follows that steps 3—4 of our procedure can be performed in deterministic polynomial time
in|Pl. O

6. Linear bounds on attacks

We now show that the size of an attack can be bounded as required in step 2 of the
algorithm depicted in Fig. 2.

In what follows, we assume thay, is a set of oracle rules. ife forge( E), we denote by
D, (E) a well-formed derivation fronft with goalt (chosen arbitrarily among the possible
ones). Note that there always exists such a derivation since the definition of oracle rules
ensures that a well-formed derivation exists iff a derivation exists.
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Definition 11. Let P = ({R; = S;, i € I}, <7, Sp) be a protocol. An attackn, o) is
normalif |o| = 2 cppylo(x)| is minimal.

Clearly, if there is an attack, there is a normal attack. Note, however, that normal attacks
are not necessarily uniquely determined.

In Lemmal9 we prove, using Lemmas 13-18, that normal attacks can always be con-
structed by linking subterms that are initially occurring in the problem specification. This
will allow us to bound the size of attacks as desired (Theorem 20 and Corollary 10).

Let P = ((R; = S;, j € I}, <z, So) be a protocol such thdt, ¢) is an attack orP.

Let k be the size oft. We defineR; = R;rl(i) ands; = S7/r1(i) fori € {1,...,k}. Recall
thatS(P) is the set of subterms &, A C S(P), andV = V(S(P)) is the set of variables
occurring in the protocol.

Definition 12. Lett and:’ be two terms and a ground substitution. Thehjs af-match
of //, denoted =g ¢/, if t and¢’ are standard,is not a variable, an@d0' = r’

The following lemma says that standard subtesnscurring in the substitution of a
normal attack start with a subterm of the protocol under consideration or (at least) occur
on the left-hand side of a protocol rule when the substitution is applied. Note that even
if s occurs ing(x) andx occurs inR;, s does not need to occur {IR;¢' because of the
normalization.

Lemma 13. If (%, 0) is a normal attackthen for alli € {1,...,k}, x € V(R;), and
standard subterms s @f(x), there existsj <i such thats € S(eraj) or there exists
t € S(P)withr C; s.

Proof. Assume that there exists= {1, ..., k}, x € V(R;), ands standard subterm of(x)
such that for alli <i:s ¢ S(R;a"). Define

j =min{i’| y € V(R;") ands subterm ofa(y)}

and Iety be a variable ofR; such thatsis a subterm ot(y). Note thatj <i, and thus,

s ¢ S(R; a) Let Sy s be the set of subtermisof R; such thaty € V(r) andsis a
subterm oﬁa This subset containg and thus, is not empty. Lete S, ¢ be maximal
in Sy s w.r.t. the subterm ordering. We know that~ R;. Letr € S(R ywithr € S(r)
and there exists n@ € S(r) with t € S(+’). Then, sinces ¢ S("ra"), r must be of the
formxoR(z, 11, ..., t,) with ¢, 11, ..., t,, standard (sinc®; is normalized) ana > 1 such
that there exists € {1,...,n}, sayi = 1, with'r¢' = '_tlo'—' (s has been eliminated by
normalization). In particulag, € S("t16"). (This situation is depicted in Fig.)

Let M, ,, be the set of subterm$of 1; such thats € S('t’¢"), and let; be minimal in
M; ;, w.r.t. the subterm ordering. By Definition 3, (3), and silyd&st appears irR;, we
have that for alk € V(t1), there existsj, < j with z € V(R;,). Hence, by minimality
of j, sis not a subterm ofa(z)|z € V(#1))}, and thusy, ¢ V. Moreover,t, is standard
by minimality (otherwise, sincs is standard there would be a factorof ¢, such that
s € S("t.a"). Together, this implie§,c' = s andz,; =, s (recall that, is minimal). O
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Fig. 3. Structure oR ;.

Roughly speaking, the following Lemnist states that if a term can be forged from
a set of messagdsby composing withL., say composing two messaggsandy, both
derived fromE, then it is always possible to avoid decomposjngith L, in a derivation
from E with goalt for somet since such a decomposition would generate a message
o that can be derived frorf in another way.

First, we need some notation:fiff = E1 — --- — FrandDy = E» — --- — Fy are
two derivations such thdf, € Fp, thenD = D1.D; is defined as theoncatenatiorof the
steps ofD; and the ones iD,. In addition, to obtain a derivation, we deleteDrthe steps
from D5 that generate terms already presenkin

Lemma 14. Lett e forge(E) andy e forge(E) be given with a derivatiorD, from E
ending with an application of a rule id.. Then there is a derivationD’ from E with goal
t satisfyingLy(y) ¢ D’.

Proof. By definition of a derivationL,(y) ¢ D,. LetD be D, without its last rule, i.e.D,
is D followed by someL € L.. DefineD” = D.D,(E) = D.D"" — D" is obtained from
D, (E) by removing redundant steps. Note tii¥tis a derivation with goal We distinguish
two cases:
AssumeL = L.(y). ThenL,(y) ¢ D” since the (two) direct subterms pfare created in
D, and thusL,(y) ¢ D”. In other wordsD’ = D" is the derivation we are looking for.
AssumeL = L,.(y). Then, if Ly(y) ¢ D" settingD’ = D” we are done. Otherwise,
let F1 be the final set of messages®f Now, Definition7, (2) implies that every step in
D" of the formF1, F2,y — 1, F1. F2,7, p can be replaced by a derivation frafa, F>
with goal f§ that does not contain rules frofy, (7). Replacing steps in this way and then
removing redundant steps yields the derivati@nwve are looking for. [

The proof of the following lemma is trivial.

Lemma 15. For every normalized finite set E of messageessage,tand t-rule L if
E — E, t then all proper subterms of t are subterms of E

Proof. ForL € L,4U L, use the definition of decomposition and composition guess rules.
ForL € L; U L. the statement is obvious.[]
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The next lemma states that if a terfris a subterm of a terrhand this term is derived
from a setE but’ is not a subterm o, then:’ can be derived fronk and the last step of
the derivation is a composition rule.

Lemma 16. Assume that' € S(¢) \ S(E) andr < forge(E), thent’ € forge(E) and there
exists a(well-formed derivation from E with goal’ ending with a composition rule

Proof. LetD = Eqg —, E1--- —, E, be a derivation of from Eqg = E. Then, there
exists a least # 0 such that’ € S(E;) sincet’ is a subterm oft,,. Assume that_; is
ans-rule for somes. Then,t’ is a subterm of. If ¢’ is a proper subterm «f, Lemmal5
implies that:’ is a subterm of£;_1 in contradiction to the minimality of. Thus,r’ = s

and thereforet’ € forge(E). By the definition of oracle rules, there exists a well-formed
derivationD’ of ¢'. If the last step in this derivation is a decomposition rule, then this implies
' € S(E) in contradiction to the assumption. Thus, the last steppofs a composition
rule. O

The subsequentlemmawill allow us to replace certain subterms occurring in a substitution
of an attack by smaller terms. Note that from the assumption made in this lemma it follows
thats can be derived fronk such that the last rule is a composition rule. This allows to
replaces by a smaller term since when derivihgdecomposing will not be necessary.

Lemma 17. Let E and F be two sets of normalized messages suctOtkat U F. Let
t € forge(E, F) ands € forge(E) non-atomic such that ¢ S(E). Finally, let § be the re-
placemenks <« &(s)], wheres(s) is defined as in Definition. Then '1o" € forge("ES, Fo).

Proof. Let Dy = E -, E,t1 >, - =L, E.;t1, ..., tp =) E;f1, ..., 1p, 5. By
induction oni and using Lemma 15, it follows that all proper subtermg @fre subterms
of E,11,...,t;_1. Usings ¢ S(E) ands # 1, this impliess ¢ S(1;), and thus!z;0' = ¢;
(note thatr; is normalized) andr;6' € forge(' E6'), for everyi e {1, ..., p}. Thanks to
Lemma 14, there exists a derivatidh= E, F,t1,...,1, =L, E,Fof, o tp1 —

=, E,F,11,...,t, witht, = randL; ¢ Ly(s), foreveryi € {p +1,...,n}. We
know';6" € forge('ES"), foreveryi € {1, ..., p}. We show by induction oin p <i <n,
that's;6" e forge("ES, Fé'). Fori = p this is by Definition 7, (4). Assume that> p and
the property is true for alj < i. Then we have three cases:

e If L; = L.({a, b)), then either; = s, and thus, using the definition efs), '1;0' =
e(s) € forge"ES, Fo'), or 10" = (ad', "bd") € forge('ES, F') since{a, b} € E U
FU{t1,...,t;i—1}. Analogously for{a}; and{a}’,’(.

o If L; = Lyi({t;,a)), thens # (4,a) sinceL; ¢ Lqa(s), and therefore]#;0' €
forge('(t;,a) 6') < forge('ES, Fo') since(t;, a) € EUF U{ty, ..., t;_1}. Analogously
for L2, Lyq, andL,q.

e If L; € L, U Loy, then thanks to Definitiod, (4), we have's; o' € forge("ES, F§, 119,
..., t;i_10") and thust; o' e forge("ES, Fo').

Fori = n, this gives usrd' € forge("ES, Fé'). O

The next lemma will be used to remove one application of the normalization function.



Y. Chevalier et al. / Theoretical Computer Science 338 (2005) 247-274 263

Lemma 18. Let o be a normalized ground substitutiof a set of normalized terms a
normalized standard non-atomic terand ¢ the replacements < &(s)]. Leto’ = od. If
there is no standard subterm t of E such that, s, then"E¢’ = "Eg'5 .

Proof. Since there is no standard subtefof E suchthat’ =, s, we havg Ec)d = E(g0)

and thereforéE¢’' = "(E¢)d . Let us prove, by induction on the structure of terms, that
forallr € S(E), we havéra’ = "rg'd". This will conclude the proof of the lemma.

e If 1 € A, thenr # s by assumption. ThuSjtc'o' = = "to’".

e If 1 € V, then'te' = to, and therefordta’' = "(t6)6' = "ta'5 .

o If 1 = (v, w),wehave # (va', "wa')since otherwise C, s, and 16” = ("va’', "wa’).
By induction, this givesto”" = (Tva's', Twa'd"), and thereforeta’ = (vo, wa) 'S’
="tg'6" sinces # ta'. The cases = {u}} and: = {u}} are similar.

e If 1 = XOR(T), whereT is a multiset of standard terms, we have:

16’" = "Xor({t'd’ |t' € T})'
= "xor({t'd" | € T' (Definition of ")
= "xor({"t'd'0"|t' € T})' (By induction on every’ € T)
= "xor({"t'd's |t €T}’ (Definition of ")
= "xor({'t'c'|t' € T})o' (Definition of § ands standardl
="tc'0 (Definition of " ). O

The main lemma, which shows that a substitution of a normal attack can be build up from
subterms of terms occurring B is proved next.

Lemma 19. Given a normal attackr, o), for all variables x and for all factors, of o(x),
there exists € S(P) such thatt C; v,.

Proof. Assume that (*): for every, r C, v, impliest ¢ S(P). We will lead this to a
contradiction. Sinced € S(P), we havev, ¢ A, and sincev, is a factor ofa(x), v,
is standard. By Lemma3 and (*), there exist§ such thatv, € S('R;c"). Let N, be
minimal among the possible If v, € S("S;¢") for somei, (*) implies that there exists
y € V(S;) with v, € S(a(y)). Then, by Definition 3, (2) there exisf:, i’ <i such that
y € V(Ry). Thus, Lemma 13 and (*) imply that there exigtsti with v, € S(R;a").
Note also thav, ¢ S(Sp) since otherwise, € S(P). Now, the minimality ofN, yields
i > N,. Summarizing, we have, is not a subterm oo = "Soo, ..., Sy, 10, andv, is
a subterm of Ry, ¢ . Thus, by Lemma 16y, < forge(Eo).

Let us define the replacemeht= [v, <« &(v,)] wheree(v,) is defined as in Definition
7. Since(n, o) is an attack, for alj, we have

'Rjo’ e forge('Soo, ..., Sj_10").

We distinguish two cases: assume fifst N,.. Then, by minimality ofN,, v, is neither a
subterm OFIETL-J—' norasubtermdfSoo, ..., S;_16'.With'R;¢' € forge(' Soo, ..., Sj_10")
it follows "R;c's" e forge("Soa's, ..., S;—16'9"). Assume now thatj> N.
With t = "Rj¢',s = vy, E = Eo, andF = 'Sy,0,...,S;_10', Lemmal7 implies

.
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TR;c'5" e forge("Soa'6, ... S;_16'9"). Thus, in both cases
TR;c'd" e forge(""Soc'6, ... Sj_15'5).

Now, with E = {Sp, ..., S;_1} andE = {R;}, respectively, (*) and Lemma8 imply for
allj: "R;0"" € forge("Soc’, ..., S;—10""), wheres’ = ¢d. Hence,(r, ') is an attack. But
sinced’ is obtained frony by replacingu, by a strictly smaller message, namefy, ), we
obtain|¢’| < |a]|, a contradiction to the assumption that o) is a normal attack. [

We can now use this lemma to bound the size of evéry:

Theorem 20. For every protocol Rif (7, ¢) is a normal attack on Pthen|{a(x) | x € V}|
<3.|P|,where|P| is the size of P as defined in Sect@®a.

Proof. Let F = {s|3x € V, s € F(a(x))} For everysin the setF we introduce a new
variablex, and we define a substitutiari such thats’(x;) = s (and other variables are
mapped to themselves). LBt = {x;};cr. The cardinalityCard()") of V' can be bounded
as follows:

Claim. Card(V")< |P]|.

Proof of the claim. We define a functiory : V' — S(P) as follows. Due to Lemma
19, for everyy € V', there exists, € S(P) such that, ¢ V and't,6' = ¢'(y). We
define f(y) = t,. The functionf is injective since;, = ty impliest,6' = "tyo'. Thus,
Card(V)<|S(P)| = | P|, which concludes the proof of the claim.

LetS = FU{o(x)|x € V}. Forallx € Vleto”(x) = 'XOR(xy, ..., Xs,) With
{s1,...,sm} = F(a(x)). Note that, since thgs are normalized standard messag&s) =
a'(a”(x)).

Tta"6" ="tg" for all 1.

Al /Al

is a¢’-match of ra'. However'to”'¢’ is not necessarily normalized which

might be problematic for the sequel. Hence let us build another terti” from "t¢o””,

such thatze”"’ ¢’ = "t . Intuitively, it amounts to eliminate all subterms that “would get

Hence'ta

deleted” in"r¢”" by normalizing 76’ 'a’. Let us define:
) XOR(v1, - .., v \vi\vj)? if v ="v;0" andi # j
XOR(v1, ..., 0,)7 = , , _
XOR(vY , ..., v]) otherwise

(a, b)” = (a”,b%) and similarly for{a}? and{a};.
a’ =a if a e Var U Var’ UAtoms
wherexor(vy, ..., v, \v;\v;) represents the XOR of ali; for i € {1,...,n}\{i, j}. We

can check that'z¢”"" ¢' = "t¢' for all t, since by the above transformation we have

"XOR(v1, . .., vn)° 6" = "XOR(v1, . .., vy)a’ . Moreover for allxOR(u1, . . ., ux) subterm
/
of '7¢""" , we haveu; o’ standard (sinc& ¢’ is normalized and’(x,) is standard, for all
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s € F), and it follows? that'u;¢”' # 0, and'u;¢”' # "u ;6" for all i # j, by definition of
16’ . By consequencecd”"’ ¢’ is normalized and then

J
76" ¢’ ="tg' for all termst.

We are now going to bound|. Given a set of normalized messageset
Vz ={x € V| a(x) non-standard and(x) ¢ Z},
Py ={710"" |t € S(P)andto" ¢ Z).

We note thatz € Z’" impliesV, C Vz andPz < Pz, and thatVg = ¢.

Claim. |SU Pg| < |V U Pyl.

Proof of the claim. We construct a sequence of sts- Z1 D Z, D --- D Z, = @ with
Zi+1 = Z;i\v; Wherev; € Z; isamaximal message it (w.r.t. the subterm ordering). Note
thatn — 1 is the cardinality o5and forevery € Z; 1, v; ¢ F(t). Foreveryi € {1,...,n}
we prove

1Z; UVz, U Pz |<|Zi+1UVz,,, UPz

i+1 i+l|’

which concludes the proof of the claim. At stgpeither of two cases may arise when
removingv = v; € Z; from Z;:
e There existsc € V with v = ¢(x) non-standard. Then,

|Z,'UVZI.UPZ,.| < Zi\UU{x}Uf(O'(x))UVZiUPZI.|
< |ZitzaUVz, ,UPz

~ i+1 i+1

sincex ¢ Z; UVyz,,x € Vz, ., andF(a(x)) C Z; \ v = Z;;1.

e ve F and there existse S(P) such that C, v. Lett’ = 7¢*"’ . We have’s’ = 1o’ =
v. Then,
|Zi UVz, U Pz | < |ZiqaUVyz,, U’} U Py |
< Zi+l U VZH_l U PZH_;]_ 5

sinced’(y) € Z;\ v = Z; 1 foreveryy € V(') and Pz
This proves the claim. Using the claim and

=Pz, U {t'}.

i+1

’

1Pyl = [[S(PYV| < [S(PYV| < ISP+ |V

we obtain

Ho(x) [x e VI < ISISISUPs| < [VgU Pyl
< I+ ISP+ V<3 |P] O

From this theorem completeness of the procedure depicted i faljows immediately.

2 Remark that’ (x) # O for all x.
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7. Extending the Dolev-Yao intruder by different oracle rules

We extend the ability of the standard Dolev—Yao intruder beyond the perfect encryption
hypothesis by considering two specific sets of oracle rules. The first set are the XOR rules
which allow the intruder to make use of the XOR operator. We then consider, what we call,
prefix rules which allow the intruder to exploit certain properties of encryption based on
block ciphers.

7.1. XOR rules

The XOR rules allow the intruder to sum several messages with the XOR operator. The
result of this sum is being normalized.

Definition 21. We defineL, = L,. U L,4 to be the set oKOR ruleswhere

e L,.isthesetofrulesoftheforfm, ..., ,} — XOR(r1,...,,) with{t, ..., t,} anon-
empty finite multiset of normalized messages such'#t@e(r1, . . ., 7,,) ' is non-standard,
and

e L, is the set of rules of the forrfry, ..., 1,} — "XOR(r1, ..., 1) With {t1,...,1,} @
non-empty finite multiset of normalized messages such xiag(r1, . . ., #,,) ' is standard.

We call the intruder using the rulds, U L. U L; the XOR intruder

Note that the rules iti,; are in fact decomposition guess rules since&dRr(r1, . . ., 1,,)"
is standard, it is a factor of some of the terms.. ., 7,. Note that we use that, ..., 1,
are normalized. Also, the rules in,. are composition guess rules since proper subterms
of 'XOR(r1, ..., 1,) " are subterms of factors of this term, and thus, subtermsg of., 1,.
Again, we use that, . .., 1, are normalized.

We also note that the intruder is not more powerful if we allow him to derive non-
normalized messages. More precisely, assume thas the set of rules of the form
{t1,..., 1t} = swiths =xogr XOR(f1, ..., ;) (not necessarily normalized). Lieirge, (E)
denote the set of messages the intruder can derive Eavith the rulesLe, Ly, andL..
Then, it easily follows by induction on the length of derivations:

Proposition 22. For every message term t and set of messagésoEh not necessarily
normalizeq, ¢ € forge,(E) implies't'  forge('E").

Therefore, we can restrict the intruder to work only on normalized messages and to
produce only normalized messages.

7.1.1. Example

Before showing that the XOR rules are oracle rules, we illustrate that the XOR intruder
can perform the attack informally described in Secfton

We recall (see Section 3.2) that the protocol underlying the attack is formally described
as follows: the initial intruder knowledge 9, I, ki, ki %, ka, kb} = So. The protocol
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rules are
(a,1): 0 = {(na,a)}’.,
(a,2) : {(xsecret, XOR(na, 1))}]fa = {xsecret};fi )
b,1): {{xna, a)},fb = {(secret, XOR(xp4, b))}fa.

We haveZ = {(a, 1), (a, 2), (b, 1)} and<z= {((a, 1), (a, 2))}.

When using a perfect encryption model, there is no attack on this instance of the protocol
since the intruder is not able to forgsscret, XOR(na, I)}fa without the oracle rules. On
the other hand, when using these rules,o) with the execution ordett = {(a,1) —
0,(,1) — 1 (a,2 — 2} and the substitutiom with ¢(x,,) = XOR(na, b, I) and
o(xsecret) = secret is an attack on this protocol. In fact, it is easy to check that the three
following statements are true:

{(XOR(na, b, I, a)}, e forge(0, I, ki, ki~2, ka, kb, {(na, a)}’.),
{{secret, XOR(na, I))}7 € forge(0, 1, ki, ki*, ka, kb, {(na, a)}}., msg
with msg= "{(secret, XOR(XOR(na, b, I), b))}7 ",
secret € forge(0, 1, ki, ki~ ka, kb, {(na, a)}., msg, {secret}?))
with msg= "{(secret, XOR(XOR(na, b, I), b))}/ ".

7.1.2. XOR rules are oracle rules
We now show that the XOR rules form a set of oracle rules. We start to show Definition
7, (1). To do so, we first prove a sufficient condition for a derivation to be well-formed.

Lemma 23. LetD = Eqg —, ... E,—1 —, E, be aderivation with goal g such that

(1) Forevery jwithEj_1 —, E;_1,t the jth stepin D and.; € L,(1), there exists
1" € Ej_1 such that tis a subterm of ands’ € Eg or there exists i with' < j and
Li € Lq(t).

(2) Foreveryi <nandtwithL; € L.(r), there exists jwith < j suchthatl; is ar’-rule
andr € S(Eg, t').

Then D is a well-formed derivation with goal.g

Proof. From (1) it immediately follows by induction ohe {1,...,n} thatL; € L4(t)
impliesr € S(Ep) for every message

Using (2), we prove by induction on—i thatforalli € {1, ...,n}, L; € L.(¢t) implies
t € S(Eg, g). If n —i =0, thent = g and therefore € S(Eo, g). For the induction step,
(2) implies that there exists > i such that_; is ar’-rule andr € S(Eo, t'). If L; € L4(1"),
thens’ € S(Eo) (see above). IL; € L.(t'), then by induction” € S(Eo, g), and hence,
t € S(Ep, g). O

Now, we can prove that XOR rules allow well-formed derivations.

Proposition 24. For every finite normalized set E of messages and normalized message g
g € forge(E) implies that there exists a well-formed derivation from E with goal g

Proof. Let Eg = E andD = Eqg —, --- —, E, be a derivation of goaj of minimal
length. We prove thdD satisfies (1) and (2) in Lemn28. We first show:
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Claim. If F —> L) F.t = L,(u) F,t,u,thenF —> L,(u) F,u.

Proof of the claim. By definition ofXoR rules,u is a normalizedkor sum of elements in
F, t andt is a normalizedkor sum of elements ifr. Thus,u is anxor sum of elements in
F. Thus,F — ) F,u. This concludes the proof of the claim[J

By the claim w.l.0.g. we may assume thafirthe terms used on the left-hand side of an
XOR rules are not generated by XOR rules. Formally (*): for evemth L; € L,(¢) and
L; = F — t, there does not exigte {1, ...,n} suchthatL; € L,(t') for somet’ € F.

Now, we prove (1) and (2) of Lemni28:

(1) fLj e La(s)NLy(t),thenL; ¢ Lo.(s), foralli < j, since rulesir_,. do not create
standard terms, antl; ¢ L.(s), for alli < j, by the minimality ofD (otherwiseL ;
could be removed). Therefore, eithee E or there exists < j with L; € L;(s).

If L; € Lyy(2), thent is standard and, by (*) and the definition bf,, there exists
a non-standard termi in E;_; with t subterm oft’ and such that,.(t') ¢ D. If

" € E, we are done. Otherwise, there exigts< i such thatL; is ar’-rule. If L;
L4(t"), again, we are done. Otherwisk; € L,.(1'), a contradiction to the choice
of r'.

(2) If L; € L.(t) andi < n, thent is standard, and by minimality @, there existg > i
such that belongs to the left-hand side bf;. By definition of a derivation.; ¢ L,(z).

If L; € L.(t"), thenr € S(t'), and ifL; € L,(t'), then since is standard, we have
thatt is a factor oft’, and thusy € S(1’), or there exists” € E;_; non-standard with

t € S(t") (tis used to simplify”) such that, by (*);” was not generated by some rule
in L,. Sincer” is non-standard it cannot be generated by some rulg ior L ;. Thus,

t" € Ep.

If L; € L,.(¢t) andi < n, then (*) implies that = g or there existg > i such that
L; € L.(t")andr € S(?). O

Proposition 25. The setZ,, of XOR rules is a set of oracle rules

Proof. We check each condition in Definitiofi

(1) The first point is a consequence of Proposidn

(2) No term created witli,. can be decomposed witky,.

(3) ForF — s € L,.(s), every proper subterm afis a subterm of by the definition of
L.

(4) For every non-atomic messagelefines(u) = 0. Letu be a non-atomic messagde,
be a set of messages withe«D F andt be a message such thét\ « — . ), F and
F —1,u) F,t. Obviously,e(u) € forge(F). Leto = [u < O]. There are three cases:
(a) Eitheru =r. Then,té = 0 € forge(F o).
(b) Oru # t anduis a pair or an encryption. Then, by the definition of XOR rules one

easily verifies

’_Fé_\ _>Lg(t5) ,_Fé, t5—|

(c) Oru # tanduis non-standard. In particuldf\u — . F andu = XOR(fq, . ..,
ty) With t1, ..., 1, € F\u. Thus,F \ u — ) (F \ u),t since ifuis needed in
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the construction of, then the terms, . .., r, can be used. Now, it easily follows
that'Fo' —;, s F6,16". O

Also, we can show that XOR rules can be applied in polynomial time.

Proposition 26. LetL, be the set of XOR rules. Thehe problemwhethef — ¢ € L,(7),
for a given finite normalized set E of messages and a normalized messatiedetE,
represented as a DAG, can be decided in polynomial time with respectfgz]|.

Proof. Let B be the set of factors of terms B and S be the factors of, both can be
represented as subsets of hodeg 0Obviously,B andS can be obtained in polynomial
time, and it can be decided in polynomial time whetSet B. If SZ B, thent cannot be
build from E using an XOR rule. Otherwisé, C B. We can represenby Factor(r) C B.
And this set can be represented as a vector of leiRjthvith entries 0 and 1 where an entry
indicates whether a messageBibelongs td-actor(z) or not. This vector can be interpreted
as an element of the vector space of dimensijrover the field with two elements. In the
same way the terms i& can be represented. Now, decidifig— ;) E, t is equivalent to
deciding whether the vector representirmgn be represented as a linear combination of the
vectors representing the messageR.iiThis can be done in polynomial time by gaussian
elimination. [

As an immediate consequence of Theo&wme obtain thatNSECUREvith XOR rules is
in NP. NP-hardness can be obtained as in [27]. Altogether this yields:

Theorem 27. INSECUREW.L.t. the XOR intruder is an NP-complete problem
Together with Propositio26, Theorem 9 implies:

Theorem 28. For the XOR intruderthe problemDERIVE is in PTIME

In [12], this problem is calledyround reachability problenand is only shown to be
in NP.

7.2. Prefix rules

As another instance of oracles rules, we consider what we call prefix rules. These rules
allow the intruder to exploit certain properties of block encryption algorithms, based for ex-
ample on cipher block chaining (CBC). Using Theorem 8, again we can showmtuRrE
is NP-complete. Section 7.2.1 provides an example that illustrates the intruder’s additional
power.

Throughout this section, we assume that terms do not contakotkeperator and that
the normalization functioh-' is the identity function. It is easy to verify that Theorem 8
also holds in this simplified setting.
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7.2.1. Motivation
As an example, we use a variant of the Needham—-Schroeder symmetric key authentication
protocol[24], which is given as follows:

1. A— S: A, B, Ny,

2.8 —> A: {NA, B, KABv {KAB, A}%BS %AS’
3.A— B: {KAB,A}SKBS,

4 B— A: {NB}‘}(AB,

5A— B: {Np— 1}SKAB,

6. B — A: {secret}g,;.

This protocol is considered to be secur§lii]. However, a careful analysis of this protocol
reveals a flaw in case encryption is carried out by cipher-block-chaining (CBC) and all
atoms are of the size of a block [26]. The attack in [26] exploits that if a messdge
encrypted using the CBC mode, then it is easy to obtain an encryption of the prafix of
under the same key even without knowledge of the encryption key. In other words, the
intruder can perform the following intruder rule:

(M, M)}k — {M}k.

In the example above, the intruder can fofge,, B}}AS by applying such a rule on the
second message of the protocoal, i.e.,

{{({{Na, B), Kap), {Kap, AYg, Mk s

Then, the intruder can send this messagh ito another session wheReis the initiator of
the protocol. In this second session (denoted bglow), the keyV4 accepted by is also
known by the intruder, who can continue the communication ¥ittmd derive thaecret.

More precisely, the attack looks like this:

1. A—>S: A, B, Ny,

2.8 —> A: {NA,B,KAB,{KAB,A}SKBS
3.1(B) — A: {Na, B, ..

4 A 1(B): {N}}y,.

5.1(B) — A: (N}}y,.

6.A— I(B): {secret}y .

Y s

7.2.2. Prefix rules are oracle rules
Definition 29. We defineL, = L,. U L,4 to be the set oprefix ruleswhereL,, = ¢ and
L, consists of intruder rules of the form

{(( . <(M7 Ml) ’ MZ) PR ) ’ MIl)}}(' _)Lop {M}}(
for any normalized messagés M, M1, ..., M,, (n>1). We call the intruder using the
rule L, U L. U Ly prefix intruder

We can prove that thegeefixrules are oracle rules that can be checked in polynomial time
and then conclude that$ecurEfor an intruder equipped with prefix rules is NP-complete
by Theorens.
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We first show that prefix rules allow well-formed derivations and then verify the remaining
oracle conditions.

Proposition 30. For all ¢ € forge(E), there exists a well-formed derivation from E with
goalt

Proof. Let Eg = E andD = Eq —, --- —, E, be a derivation of goaj. Let D’ be
a derivation obtained fror® with the following transformation system where the rules are
applied with priority order decreasing from 1 to 4.
(1) Ifi < jwithL; € Loc({M}%)andL; € Lo({(..(M, M3) ..., M;,)}‘}(), replacel ; by a
sequence of.4 rules decomposing.(M, My) ..., M;,> to M followed by L. ({M}%).
(Note that the number df,,. rules strictly decreases.)
() Ifi < jwith L; = (M"}}, — {M'V € Loc andL; = {M'}}, — {M}% € Lo,
then replacd. ; by the rule{M"}}, — {M}% . Note that the latter rule belongs ig,..
The number of,. rules does not change but the size of thg rule argument strictly
increases. (This size is bounded by the biggest term in the derivation.)
@) Ifi < jwith L; = {M'}y — {M}} € L,c andL; € Lqs({M}}), replaceL;
by Ls({M'}% ) followed by a sequence df, rules decomposing/’ to M. (The L,
rules do not change but the number of rulegr) such that there exists € D with
L € L, (1) strictly decreases since, due to (2), there exist& po{M'}} ) rule inD.)
(4) Ifthere exists < n such thatZ; is at-rule but, for allj > i, L; does not us¢, then
removeL;. (This removes rules that produce messages not used in the derivation.)
Clearly, this transformation system terminates: This can easily be shown by defining a
(well-founded) lexicographical ordering with the different components defined according
to the remarks provided along with the transformations. Then, it is easy to observe that
with every application of a transformation rule, the order of a derivation decreases w.r.t. the
lexicographical ordering.
Itis also clear that the derivatial’ derived fromD by exhaustively applying the trans-
formation rules and eliminating redundant rules is in fact a derivation #amith goalg.
We show thatD’ = Ey —; -+ — 1, E,, is well-formed.
For any ruleL; € Ly(s) in D', sis neither obtained witlL. (L; would be useless) nor
with L, due to transformation rule (3). Therefore, we have E or there exist:L’,. € Ly(s)
with j < i in D’. Iterating this argument, it follows thatis a subterm oE. ‘
For L. rules, we will reason by induction on — i, i.e., the induction hypothesis is that
foranym < j > i and any messagéwith L’j € L.(t') the condition on composition rules
in well-formed derivation is satisfied. Now, assume thate L.(t). If m —i = 0, then
t = g, and thereforer, € S(E, g). For the induction step, there exists a rﬂr}a Jj>1i,in
D’ usingt, by the transformation rule (4). £, € L.(t), it follows from the definition of
derivations thaL/j ¢ Ly(t). If L) € Loc(2), we also obtairL/j ¢ L4(t), by transformation
rule (3). Thus, in any case,’j ¢ L4(1). Using transformation rules (1) and (2), we can also
conclude tha’(L; ¢ Loc: While for the case thak e L.(t), this follows immediately by
transformation (1), the casé € L,.(r) is covered by transformation (2). Consequently,
L’j € L.(t"), andtis a subterm of’. By the induction hypothesis and singe- i, we know
thatt’ € S(g, E), and thust € S(g, E). O
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We can now prove that these rules are oracle rules:
Proposition 31. The setL,, of prefix rules is a set of oracle rules

Proof. We check each point of the definition:

(1) If r € forge(E), then there exists a well-formed derivation frawith goalt, thanks
to Propositior30.

(2) If we have F = Loy, FoAMY using {M'}} and F, {M}} = Ly((MYy)
F,{M}., M, then as in transformation rule (3) in the proof of PropositBthone
obtains a derivation fror with goalM without a rule inL;({M}k).

(3) ForanyrelatiorF’ — 1, (my,) F, {M}y the proper subterms ¢4/} are the subterms
of M andK, which are also subterms bf

(4) Letube any non-atomic term. We choagéa, b)) = a ande(u) = 0 otherwise. LeF
be asetofterms, @ F, and{M}} atermsuchthaf \ {u} — F,u,with L € L.(u),
andF — F,{M}},with L" € L,.({M}}). Let0 = [u < &(u)]. We distinguish
four cases:

(@) fu = {M},then{M}} 0 =0  forge(F0).

(b) Assume thal.’ usesu = {{..(M, Mi)...,Mé,)}}(. If L € L.(u), it follows that
M, K € F\u,andthus{M}} 0 € forge(F0).If L € L,c(u),then{(..(M, M3) ...,
M)}y € F \u for someg > p and messageM;,H, ..y My Thus,{M}}.0 €
forge(F0).

(c) If L uses{.AM, My) ..., M}, 1<g<pand(.(M,Mj)...,M;) = u, then
{M}3 0 = (M} e forge({r}},) C forge(F0) with r = (..(M, M3)...), M;,l),
M), ).... Mp).

(d) Otherwise, ifL" uses{t}, then{M}} 0 € forge({r}} 0). O

Obviously,E — t € L, can be decided in polynomial time ji&, z|. Also, analogously
to the proof in[27] one can show thalseCcUuRrRES NP-hard. Now, by Theorem 8, it follows:
Theorem 32. INSECUREW.I.t. the prefix intruder is an NP-complete problem

With Theoremd we obtain:

Theorem 33. For the prefix intruderthe problenDERIVE is in PTIME

8. Conclusion

Based on a general framework in which we equip the intruder with oracle rules, we
have shown that when extending the standard Dolev—Yao intruder by (i) rules for XORing
messages or (i) rules which allow the intruder to make use of prefix properties of encryption
algorithms the protocol insecurity problem for a finite number of sessions remains NP-
complete. This is the first tight complexity bound given for the insecurity problem without
the perfect encryption assumption. Here we have only considered insecurity as failure
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of secrecy. However, we believe that our result holds also for other properties that can
be reduced to reachability problems in our model, such as authentification. Future work
includes applying our approach to other kinds of intruder rules and algebraic laws such as
those for RSA encryption and Diffie—Hellman exponentiation. First results have appeared
in [7,8] is an important step in this direction. We have shown that security is decidable for a

large class of protocols based on Diffie—Hellman key construction techniques, by reducing
the problem to solving linear diophantine equations.
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