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Abstract

We revisit the analysis of the ASW cortract signing protocol and use a uni ed
view of the protocol as a whole as a basis to reasonabout the protocol and its
objectives. This line of reasoningyields a simpler and clearer model of agerts and
protocol objectiveswhich is within the scope of standard security analysismethods,
as it does not require fairness constraints and usesonly standard authentication
and secrecyproperties. We also analysethis model for nitely and in nitely many
session®f the protocol using the automated analysistools OFMC and its extension
OFMC-FP.

Key words: Contract Signing, Fair Exchange, Automated
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1 Intro duction

Contract signing protocolslike the ASW protocol presenied in [1] allow their
usersto digitally signcortracts without having to meetand sign a documert
or exdhangeit via standard mail, which can be very helpful in everyday com-
munication in the businessworld.

When consideringthe formal analysisof sud protocols,the di cult y arises
that they are out of scope of many existing protocol analysis methods: al-
though the act of signingand exchangingmessagess standard for thesemeth-
ods, it is di cult to integrate the objectiveswhich cortract signing protocols
aim to ful | and the special assumptionsupon which they rely.

We presen a uni ed view of the ASW protocol in which the subprotocols
are seenas a single protocol with di erent possibleexecution paths. While
this view is implicit in the protocol models built, for instance,in [5,14], we
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explicitly describke and reasonabout the protocol and its objectivesbasedon
this high level view, which yields a simpler, more intuitiv e understanding of
the ASW cortract signing protocol.

In particular, our model is simpler than other approadesin two respects.
First, asa consequencef our view, onedoesnot have to distinguish between
an intruder and dishonestand corrupt participants (or even di erent degrees
of corruption), asit is necessaryn se\eral other models. Secondadopting this
view allows us to reasonabout the objectives of sud a protocol in a simple
yet powerful way. We demonstrate, for instance, how se\eral of the security
objectivesidenti ed by the designersof the protocol canin fact be expressed
as standard secrecyand authertication properties, thus \op ening the door"
to a variety of existing automated protocol analysistools.

We then apply our unied view concretely constructing a model of the
ASW protocol and formally analysingit usingthe tools we have deweloped in
our group, the On-the-Fly Model-Che&er OFMC and its abstraction-based
extension OFMC-FP. Both were dewloped in the cortext of the AVISPA
project (http://www.avispa- project. org), which oers a toolset for the
automated analysisof security protocols and applications. Using OFMC, we
can verify the protocol for nitely many sessiongthat is, executionsof the
protocol). Beyond this, we alsoperform an analysiswith OFMC-FP, verifying
the protocol for in nitely many sessions.

In the analysis, the tools report an attack on the ASW protocol which
results from a subtlety in the speci cation of the objectives. Adapting these,
we wereableto verify that the protocol doesensurea slightly wealer objective
that still implies the main fair exdhange objective.

We obsene that, ewven given the simpler understanding of the protocol
that our approad a ords, the designof a formal model for automatic analysis
preseits seeral challenges. After introducing these, we briey discussthe
resultsof our automatedanalysisfor both nitely andin nitely many protocol
sessions.

2 Background

The ASW protocol, presened by Asokan, Shoup, and Waidner in [1], is an
optimistic fair exdhangeprotocol for cortract signing intended to enabletwo
parties to commit themsehesto a previously agreedupon cortractual text.
A trusted third party (T3P) is involved only if dispute resolution is required
(hence the term optimistic, which di erentiates this approat from others
in which an online trusted party is involved in every excdange). In resolving
disputes,the T3P issueseither a repla@mentcontract assertingthat he recog-
nisesthe cortract in questionasvalid, or an alort token assertingthat he has
newer issued,and will newer issue,a replacemen cortract. An important re-
quiremert of the protocol is that the intruder cannot block messagebetween
an honestagert and the T3P forewer.
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Exchangesubprotocol:
1. O! R: me = Sigo(Vo; VRr; T;text; h(No))

22 R! O: me, = Sigr(mer;h(NR))
3 O! R: Nog
4. R! O: Ng

Abort subprotocol:
1. O! T: ma; = Sigo(aborted;me;)

22 T! O: ma;= if resolvel(me;) then Sigr(me;; me,)

elseSigr (aborted; ma;) ; alorted(ma;) = true

Resolvesubprotocol:
1. O! T: mri= me;me
2 T! O: mr,=if alorted(me;) then Sigt (aborted; me;)
elseSigr(me;; me,) ; resolvel(me;) = true

Fig. 1. The Subprotocols of ASW

2.1 Protocol Objectives

The objectives that sud a protocol is supposedto full are manifold. We
discussherethe security objectivesidenti ed by the designersand later refer
to theseinformal descriptionsin the discussiorof our veri cation. Note that [1]
refersto \fairness" in the senseof \fair exdange," but we adopt this latter
term to avoid confusionwith the notion of fairnessconstrairts as understood
by the model chedking comnunity, which we will uselater.

Though [1] preseits a framework for the fair exdhangeof arbitrary items,
we consideronly the application of this framework to cortract signing. We
therefore descrile the objectives that follow in a manner specialisedto our
purposes.

1. First and perhapsforemostis the notion of fair exchange which intu-
itiv ely meansthat, at the end of a protocol execution,either both parties
posseswalid cortracts, or neither does. In particular, we require that if
oneagern endsup with only an abort token, then the other cannot be in
possessiomf a valid cortract.

2. E e ctivenessmeansthat, if two honestageris P and Q have nished
the protocol and newer choseto abandonthe current protocol run, then
eadt indeedhasa valid cortract.

3. The protocol alsoprovides guararteesof timely completion: more specif-
ically, the originator and responder of a protocol run can be sure of
completion within a nite amourt of time.
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4. The objective of non-repudiability, in the cortract signing case,means
that the cortract cortains an implicit proof of the agens' acceptanceof
the cortractual text.

5. Third party veri ability dictates that, if the trusted third party should
be corrupt and behave in sud a way asto compromisefairnessof the
exdangefor oneof the protocol participants, then this corrupt behaviour
can be proven to an external veri er.

The requiremerts for fair exdiange are often stated in terms of liveness
properties of the form \if oneagert hasa valid cortract, then the other either
has one as well or is in the position to ewertually obtain one." In general,
livenesgproperties are problematic for a variety of veri cation approades,in
particular thoseinvolving in nite state-spacesin this case,oneoften approx-
imateslivenesgpropertiesvia safety properties,i.e. if the protocol satis es the
safely property, then it also satis es the livenessproperty that was approxi-
mated, asit is for instancedonein [14]. In x3, we similarly identify appropriate
safely propertiesto ched; aswe will shav, howewer, from our uni ed view of
the protocol we can directly obtain appropriate safey properties by a simple
meta-reasoning.

2.2 Explanation of the protocol

The protocol, showvn in Fig. 1, consistsof three subprotocols: exchangealort,
and resolve The former involvesonly the two protocol participants, the orig-
inator O and the responder R, while the latter two are only executedif the
trusted third party T is called upon to resole a dispute. Our notational con-
vertions are asfollows: Sigo(M ) denotesthe digital signature of messageM
by agent O, whosepublic key for signatureveri cation is V. The cortractual
text we call text. During the protocol, ead party generatesa nonce, which
we write No and Ny for the originator and responder, respectively. Finally,
the function h is a cryptographic hash function which is assumedto be colli-
sionresistart. We note that the protocol de nes two kinds of valid cortracts:
either the standard contract asit is obtained by the exchange subprotocol, or
a repla@ment contract issuedby the T3P, and both hold equal validity.

The Exchange Subproto col: If both participants are honestand in the
absenceof network failures or intruder intervertion, after execution of the
exdangesubprotocol, both will be in possessiomf a valid standard cortract.

Both originator and responder generatenoncesNo and Nr which are
calledtheir respective secret commitments to the cortract. Given these,they
computetheir so-calledpublic commitments by hashingthesevalues,yielding
h(No) and h(NRr), respectively. The protocol then proceedsin two rounds: in
the rst, ead party expressesis public commitmert to the agreed-umn con-
tract but doesnot disclosehis secretcommitmert. In the secondround, they
then exdhangetheir respective secretcommitmerts. Ead party canthen hash
this latter and thus verify that the purported secretcommitmert he receives

4



Al IVl R T insl Iy ¥ Wil | Wil FWrliR

indeed correspnds to the public commitmert from the rst protocol stage.
At the end of this exdange, ead party is in possessiorof a valid standard
cortract of the form me;; me;; No; Ni.

The Abort Subproto col: If O doesnot receiwe R's reply me, within an
acceptabletime frame (wherethe de nition of \acceptable” is left ertirely up
to O), hemay abort the protocol by invoking the trusted third party. He sends
a signedabort requestma; indicating that he wishesto abort the exdange.

The T3P is assumedto maintain a permanen databaseof cortracts for
which he hasbeencalleduponto arbitrate. If hehasalreadyassertedthe valid-
ity of the cortract (indicated by resoivedme;)), then he sendsthe originator
arepla@mentcontract of the form Sigr(me;; me;). Otherwise,he replieswith
a so-calledalort token, signingthe originator's abort requestand adding an
ertry in his databaseof aborted cortracts. Sud a token doesnot render an
existing cortract invalid, but rather senesmerely asa promisefrom the T3P
that he hasnot previously resohed the cortract in questionand will not do
soin the future.

The Resolve Subproto col: The resole subprotocol is analogousto the
abort but can be invoked by either participant. The parties will requestreso-
lution of a cortract from the T3P if they do not receiwe the secretcommitmert
nonce of the other party within a reasonableamourt of time. A resolution
requestincludes both messaged$rom the rst stageof the exdange subpro-
tocol, me; and me,. If the T3P has already issuedan abort token for the
cortract in question (indicated by aborted(me;)), he repliesin kind with an
abort token. Otherwise, he issuesa replacemen cortract and indicatesin his
databasethat he hasresoled the cortract.

2.3 The Intruder Model

We adopt the standard intruder model of Dolev and Yao [8] in which the
intruder hascompletecortrol overthe network but cannotbreakcryptography.
In addition, the intruder can play asa normal protocol participant, acting as
either the originator or the responder, but not asthe T3P.

As we will discussin more detail in x3, sud an intruder model already
subsumeghe possibility of compromisedor dishonestagens that collaborate
with the intruder, and we want to show that the interestsof honestageris are
always ensured,even in protocol runs with the intruder.

3 The Unied View

The key idea behind this paper is to view, and reasonabout, ASW's subpro-
tocolsnot in isolation, but rather asone protocol. This view is implicit in the
construction of the protocol and accordinglyalsoin the modelsof the protocol
built by [5,14]. We explicitly exploit this view to reasonabout properties of
the protocol. More speci cally, we considerthe abort and resole subprotocols
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exchange;: O! R:me

if timeout then abort;: O! T :ma
abort,: T! O :ma, (abort token or repla@ment contract)

else

exchange;: R! O: me,
exchanges: O! R : Ng

if timeout then resoive;: O! T :mr;y
resove,: T! O :mr, (abort token or repla@ment contract)

else

exchange;: R! O : Ng

Fig. 2. Originator role under our uni ed view of the protocol.

to be part of the main excdhange protocol. The originator role, for instance,
looks then as shawvn in Fig. 2 (the responder role is similar), where timeout
represets the ewernt that the agen playing O did not receiwe a reply to his
last messagewithin a reasonableamourt of time. We avoid specifying the
concreteamourt of time after which the timeout shall occur: it may bejust a
few secondsor a full hour[imp ortant for the security of the protocol is only
that there is sud a timeout, sothe agen will not wait for an answer forever.
Fig. 3 illustrates the internal states of an agen playing the originator role:
after sendinghis initial messageheis in the state in which hewaits for a reply
until the timeout. If the timeout occurs, then he tries to abort the protocol
and thus waits for the answer of the trusted third party (which can be either
a replacemen cortract or the signedabort token). Otherwise (if he receies
a reply in time), he carrieson with the regular protocol executionand sends
his nonce, arriving in a state similar to the one he was in after sendingthe
rst message:either there is a reply within the allotted time or he cortacts
the trusted third party.

This model, though abstract, is thus a faithful represetation of a real
implemenation of the protocol, asagerns indeedprotect themseheswith sud
internal timeouts. Note that this is related to the possibility of abusein this
cortract signing protocol: when the originator has made the rst step, the
responder hasthe freedomto either acceptthe cortract by sendingthe second
messagepr to reject it by ignoring it. In particular, a dishonestresponder
could abusethe originator-signed part of the cortract in negotiations with
other agers (for instance, by soliciting more advantageouscortracts from
competitors). Note that, unlike for instancethe similar GJM [9] protocol, the
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¢ exchange. O! R: me;

Sent initial message to responde{r

timeout

Reply from responder abott;. O! T: may

exchange. R! O: ma,
exchanges. O! R: No

‘Asked trusted third party for abo#t

Received reply from responde
Sent own nonce to responder

timeout
resove;. O! T:mry

Reply from responder
exchang,. O! R: Ng

' T! O: res'pée to en--.T! O: abott token
‘ Possess valid standard contra*:t ‘ Resolved by trusted third paﬂty Aborted

Fig. 3. A state transition view of the originator role. The dashedline represers a
transition that can never occur if the trusted server is honest, aswe will shav below
aspart of our analysis.

‘Asked trusted third party for resolv%

ASW protocol has no meansto prevernt this abuseby special cryptographic
primitiv es sud as private cortract signatures. Thus, the timeout is the only
way to narrow the window of the originator's vulnerability to abuseattacks
asarguedin [6].

Although we assumethat the intruder can corirol the ertire network ac-
cording to the Dolev-Yao model, the protocol requiresthat he cannot block
messagebetweenan honestagert and the T3P forever. One could intuitiv ely
imaginethis situation asfollows: all network connectionscould crash,but an
honestagert can still transmit the necessarymessagesver other media (e.g.
ordinary mail) to the T3P and this processcannot take forever.

One could say that we thus have two kinds of fairnessassumptions: rst,
an honest agert will not wait forever for an answer from the other party,
and secondthe \emergency" protocolswith the T3P will evertually succeed.
Looking once again at Fig. 3, we can interpret this combination of fairness
constrairts asthe guarartee that an honestagert playing the originator role
(and a similar guarartee holds for the responderrole) will not stay forever in
any of the intermediate states(the statesof the gure with anoutgoingarrow),
but will evertually read one of the three nal states (i) where he received
the responder'snonce* and thus now possessea valid standard cortract, (i)
where he received a valid replacemen cortract from the trusted third party,
or (iii) wherehe received an abort token.

Thus, the two fairnessconstrairts (timeout and guararteedreply from the
T3P) are sucient to concludethat ewery honest agert playing either the

4 If the responder sendsa secretcommitment that, when hashed,doesnot correspond with
the public commitment, then this is treated asif he had not sert any messaget all (which
will probably result in a timeout).
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originator or the responder role will evertually end up with either a valid
(standard or replacemet) cortract or an abort token. Roughly speaking, if
the ager receivesa valid cortract, then his interests are ensured,but if he
receivesan abort token, then it remainsto shav that nobody elsecan obtain
a valid cortract.

This givesus a freshview on the protocol, aswith a simple meta-argumen-
tation we can now go from a model with fairness constrairts to a state-
readhability property in an in nite state transition system without fairness
constrairts.

The ideais essetially that we needonly to ched that if an honestagen
reacheshis nal state of the protocol execution,then the guararteeshe should
obtain through the protocol are indeed satis ed. In other words, we do not
needto considerthe guararteesof agens in their intermediate states, since
they will ewertually read their nal state and we thus spare oursehes any
considerationsof the form \if the agernt canewerntually reat a certain state"
in the properties we ched.

The encaling of the objectivesas safely propertiesis the basisfor the de-
ploymen of automatic and semi-automaticmethods for in nite-state analysis.
Also in nite-state analysis,the restriction to safety propertiesis often essen-
tial, e.g.[14] use a similar argumertation that chedking the protocol with
fairnessconditions can be reducedto chedking properties of \terminal states"
of agernts.

4 Encoding of the Objectiv es

We now want to cortrast two models: on the one hand, the model with the
fairnessconstrairts descrited above (i.e. that the agert will evertually getthe
timeout and the reply from the trusted third party), and on the other hand a
model without fairnessconstrairts.

In the model without fairness,the state transitions of the honestagerns
as showvn in Fig. 3 are interpreted as follows: there is no timeout and no
guararteedreplies,thusan agert canremainin any intermediate state forever.
An agert's local state transition systemis thus non-deterministic, asin the
states where an honestagen waits for the reply of the other party, he can
at any time (i.e. without timeout) begin the abort or resole protocol, as
appropriate.

It follows immediately that, if there is a violation of a safely property in
the model with fairness,then there is also a violation in the model without
fairness. This shows that our approad is soundin the sensethat if we can
prove properties in the model without fairnessconstrairts, then they must
also hold in the model with fairnessconstraints. The challengeis to nd
appropriate safety propertiesthat indeedhold without the fairnessconstrairts
and that imply the safety and livenesgpropertiesof x2.1that we wish to ched.

We now review the objectiveslaid out in x2.1 under the new view of the
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protocol and shav how to encale those objectivesthat we wish to chedk as
safely properties.

Let us begin with objective (3.), timely completion, which meansthat an
honest agent will always ewertually read a valid standard or replacemen
cortract or an abort token. This objective is a direct consequencef the
model with fairnessconstrairts, as discussed,and thus doesnot needto be
explicitly chedked.

Objective (1.), fair exchangeis the main objective of the protocol, namely
that either both parties obtain a cortract or neither does. We decommsethis
objective into the following two:

la. If an honestagert receivesan abort token, then nobody (exceptthe
trusted third party) canewer obtain a valid standard or replacemen
cortract.

1b. If an agert A (who is not necessarilyhonest) has obtained a valid
standard or replacemen cortract signedby an honestagen B, then
B alsopossessa valid cortract or can obtain one from the trusted
third party.

Objective (1a.) is the main objective of our analysis,asit re ects the basic
guarartee linked with the abort token. The nice aspect of this objective is
that it refersto the nal state of an honestagen (which will not subsequetty
change),not to an intermediate state. It is thus possibleto ched in the model
without fairnessthat in all states where an agert has readhed a nal state
with an abort token, nobody exceptthe T3P can generatea valid standard
or replacemen cortract matching that abort token. The inability to generate
thesemessagesan be expressedn standard protocol analysisapproadeshby
secrecyproperties. We can thus reducethe main objective of the protocol to
a standard property in protocol analysis(though there is a technical di cult y
in the direct application of tools aswe will discussbelow).

Objective (1b.) is a consequenc®f objectives (1a.) and (3.): if an agern
A possessea valid cortract signedby an honestagen B, then by (3.) B will
alsoewertually read either an abort token or a valid cortract, and by (1a.),
if he getsan abort token, then A cannot possess valid cortract, which is a
cortradiction. Thus B will evertually obtain a valid cortract.

Note that the circumstancein which the intruder or a dishonestagen
playing the role of the originator can obtain both a valid cortract and an
abort token (by performing a normal run with an honestagert and askingthe
T3P for an abort) is not a violation of the objectivesabove: the abort token
only guararteesthat the T3P has newer and will newer resol\e this cortract
but doesnot render an existing cortract invalid.

We now turn to the objective (2.), e ectiveness In the view of our model,
whereewery honestagert will evertually read a nal state, e ectivenessneans
that when an honestagen A receies an abort token for a sessionwith an
honestagert B, then A or B must have chosento abort the coriract. Sincethe
abort tokenfrom the T3P cortains the signatureof the agert A or B according
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to the protocol, it cortains the implicit proof that either A or B indeedwarnts
to abort the protocol run. E ectiv enessis thus an implicit guarartee due to
the form of the abort token, and will thereforenot be consideredin the later
analysis.

Objective (4.), non-repudiability, can also be seenas a consequenceof
the messagdormats, sincein a valid standard or replacemen coriract, the
signaturesof both parties are cortained and we can thus assumethat they
agreewith the cortract text. Howewer, we are also interested in a further
analysis, namely an analysis of the authertication properties (or agreemen
propertiesin [10]) of ASW. Our analysiswill include cheds for replay and for
confusionsof nonces.Sud standard authertication properties do not rely on
fairnessand are thus straightforward to ched.

Finally, objective (5.), third-party veri ability , is not relevant in our setting,
aswe assumethat the T3P is always honest.

To summarise,we have shaved that se\eral objectivesof the protocol are
direct consequencesf its structure, assumptions,and messagdormats. In
essencean honestagert will receiwe either an abort token or a valid cortract.
In the latter case, his interests are ensured,while it remainsto shav that
in the caseof an abort token, his interests are also ensured. This amourts
to cheking that, if an honestagern obtains an abort token, then the valid
cortract remainssecret. Thus due to our view and the meta-reasoningabout
the protocol we have obtained a model that falls within the realm of standard
automatedprotocol analysisapproades(which often support only secrecyand
authertication properties), and we have avoidedfairnessissuescompletely As
we will seein the following section,the analysiseven of this simpli ed model
is challenging.

Let us concludethis sectionwith a remark on the intruder model. Se\eral
approadesdistinguish betweenthe intruder and dishonestor corrupted agens
(with various degreesof corruption). One of the reasondgor this distinction is
that the security propertiesof a protocol usually only hold for sessiondetween
honestagens. In particular, the intruder can play, under his real name, the
role of the initiator or the responderin a sessiorwith an honestagert; in sut
a sessionno security properties are ensuredfor this honestager, while this
sessionshould not jeopardisethe security of other sessionsdetween honest
agerts.

Due to our simpli ed view, the main security property that we have to
chek for ASW, namely (1a.) that the secrecyof the valid cortract oncean
honestagert hasreceived an abort token, shouldalsohold in the casethat the
other agert is dishonest. (But it is not necessarilyensuredthat this dishonest
agen also has the samesecurity guarartee.) This meansthat we neednot
distinguish betweenvarious kinds of corruption of dishonestagerts.
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5 Results

In the previoussection,we have deweloped a uni ed view of the ASW protocol
and a formulation of safey properties. We now apply theseideasconcretely
formally specifying and then automatically analysingthe protocol using two
tools that we have deweloped in our group.

The rst tool is the On-the-Fly Model-Ched&er (OFMC) which is basedon
a symbolic represetation of the intruder, calledthe lazy intruder [4]. For ter-
mination, it requiresa bound on the number of sessionshat canbe performed,
but doesnot require other restrictions, e.g. on the complexity of messages.
This is similar to the nite-state analysisof [14].

The secondtool OFMC-FP is an extensionof OFMC with an abstract
xed-p oint computation of the readable states when there is no bound on
the number of protocol runs that can be executed, howewer the complexity
of messagess boundedin this method. OFMC-FP is still in a preliminary
state at the time of writing: in particular, the usermust manually designthe
employed abstractions.

Both OFMC and OFMC-FP weredewelopedin the cortext of the AVISPA
project and are basedon the speci cation languagesdeweloped in this project.
The userspeci es protocols using the High-Level Protocol Speci cation Lan-
guage(HLPSL [2]); thesespeci cations are then automatically translated into
the low-level Intermediate Format (IF [3]) which is the input languagefor au-
tomated analysistools. The rst task is thusto specify our view of the ASW
protocol in HLPSL.

5.1 Specication

The construction of a formal model of ASW preserts three major challenges:

Firstly, an aspect of the protocol that is di cult to model is the data-
baseof aborted and resoled cortracts maintained by the T3P. Many existing
protocol speci cation languagescannot expressthis, however HLPSL and IF
include the necessaryconstructs (i.e. nite setsof messagesjo model such
a database. Moreover, the databasecannot be integrated directly in in nite
state veri cation approadesthat useabstraction.

Secondly when using OFMC, we bound the number of sessionsof the
honest agerts to obtain a nite state-space. Howeer, there is no a priori
bound on the number of stepsthat the T3P can perform: in particular, the
intruder can excdange an unbounded number of messagesvith the T3P. In
the nite-session analysiswith OFMC, we therefore also bound the number
of requestsfrom the intruder that the T3P can process.

Finally, although we have reducedthe main problem of our analysisto a
secrecyquestion, a further subtlety arises. When an abort token cortaining
an initial messageme; is issued,we must ched for the secrecyof any valid
cortract that cortains me;. We thus do not state the secrecyof only one par-
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e:l! R:me e®l! R:me

e R! | :me e R! 1 :me°

el R:N, Intruder stopscommnunication
es:R! | :Ngr

a:l! T:ma ri:R! T:fme;; meYy

a: T! | :abort token r.: T! R :alort token

Fig. 4. An attack returned by OFMC: The intruder (denotedas! ) aborts a corntract
that has already been exchanged. In a subsequeh run with the sameresponder,
the responder is then unable to resolwe the protocol.

ticular messagebut of a pattern of messagesSud a feature is currertly not
supported by HLPSL and IF (or most other protocol speci cation languages).
As a simple way around the problem we specify an honestagern that acts as
an obsener and ags an error state appropriately.

5.2 Boundda-sessionAnalysis with OFMC

Bounding the number of sessiongnd the number of requestsfrom the intruder
that the T3P processeswe can now directly chek whether the transition of
the refereeever res, aswell asched authertication properties.

OFMC discovers se\eral authertication problemsthat were already iden-
tied in [14]. First, the protocol doesnot provide strong authertication (in-
jective agreemeh asde ned by Lowe in [10]), asit hasno explicit protection
against replay: if the intruder listens to a sessionof two honestagerts, he
can replay the exdange protocol with the responder any number of times
and obtain valid cortracts, eat with a fresh responder nonce. Howewer, we
think one should assumean implicit replay-protection as part of the con-
tract, e.g. transactionsare usually iderti ed by unique transaction numbers.
In this scenario,we thus ched that the protocol provides weak authertica-
tion (also called non-injective agreemety [10]). Weak authertication with
respect to the cortractual text and the noncesNy and Ny is also violated,
and OFMC returns an attack trace resulting from the sameauthertication
problemsreported in [14]. Finally, weak authertication with respect to only
the cortractual text is veri ed by OFMC for various nite test scenarios.

When turning to the secrecyproperties we have formulated, OFMC re-
ported the attack displayed in Fig. 4. Assumethe intruder | acting as the
protocol originator and an honestresponder R have completeda run of the
exdangesubprotocol without involving the T3P (stepse; through e;). Ead
generateda secretcommitmert (N, and Ng, respectively) and endsup with
a valid cortract in the standard form. Assumenow that the intruder issues
an abort requestfor this samecortract to the T3P. This latter, having newer
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beforeresohed the cortract in question,will respond with a valid abort token.
The intruder now starts a secondsessiorwith R, replaying the rst message
me; from the previous session.R generatesa new nonceNg° and repliesin
good faith with the secondmessagene,’, including the hashof this newnonce.
The intruder, howewer, doesnot reply with his noncebut rather ignoresR.
In turn, R will time out and requestresolution of the cortract from the T3P,
who will respond with an abort token, sincethe originator messageame; in
guestionhas already beenaborted by | . Upon completion of the secondpro-
tocol session,R therefore has an abort token, while | has a valid cortract
that correspndsto this abort token (in the sensethat it cortains the same
initial messagene;). Of course,R himselfalsopossessethis cortract, having
exdhangedit with | in the rst protocol session.

Formally this violates the objective (1a.): an honestagert has an abort
token, while somelody else (the intruder) has a valid cortract. It is not
really a problem, sincethe honest ager itself also has this valid cortract.
In particular, the original objective (1.) is not violated, since both ageris
indeedpossessalid cortracts for the samecortractual text. This is somewhat
surprising, as we now seethat there can be situations in which an honest
ager indeed possesseboth a valid cortract and an abort token. Note that
objective (1a.) is alsoconsidereddy [14], who reported problemsin the relation
of noncesand cortracts but did not detect that (1a.) can be violated. The
sameauthors report in [13] an analogousattack on GJM, a similar cortract
signing protocol [9]. We note alsothat the improvemert of the protocol that
they suggestto addressthe authertication problemsdescriked above doesnot
prevert this situation.

We have thereforerelaxedobjective (1a.) to the following wealker objective
(1a%): \if an honestager hasan abort token, then he also possessea valid
cortract or nobody elsecan obtain one." Note that this property together
with (1b.) still impliesfair exdhange(1.). For this wealkenedobjective, OFMC
detectedno further attacks.

We also wish to note that an additional ched on the responder side for
replay of public commitmerts would prevent this attack.

5.3 Unboundeal-sessionAnalysis with OFMC-FP

We have also analysedthe protocol using OFMC-FP, which employs a novel
abstraction-based xed-p oint computation. It was necessaryto extend the
existing OFMC-FP technique to allow for the integration of the sener and its
databaseof cortracts. The technique is not completely automatic asthe user
must himself specify an appropriate abstraction.

OFMC-FP can also detect attacks, but due to the abstraction they may
not be possiblein our initial concretemodel; however, if the security is proven
for the abstract model, then this also holds for the concretemodel. This is
similar to other abstraction-basedveri cation approadeslike [7].
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Usingthe OFMC-FP technique, we have establishedthe veri cation results
of OFMC for an unboundednumber of participants, sessionsand transitions
of the T3P; only the complexity of messagess boundedin this method. In
particular, we have rst shown that weak authertication on only the cortrac-
tual text holds. Further, OFMC-FP rewvealsthat a dishonestinitiator can
obtain a valid standard cortract which has also beenaborted by the sener,
which subsumesthe violation of (1a.) already reported above. Also, we es-
tablished that in all sud situations, the other party also obtained a valid
standard cortract and thus veri ed the wealened property (1a%). We note,
howewer, that as part of the analysis,we have found that, for property (1a°)
to hold, an important prerequisiteis the fact that an honestagert playing in
the originator role can newer obtain an abort token from the T3P asa reply
to a resole request,explaining the dashedline in Fig. 3.

6 Related Work and Conclusion

A substartial body of literature exists on the analysis of cortract signing
protocols,in particular ASW and the similar GJM protocol.

Shmatikov and Mitchell undertake an analysis (with a bounded number
of sessions)of both the ASW and the GJM protocol using the nite-state
model-cheker Mur' [12,1314]. Their approad is closestto ours, namely
they alsofollow the principal ideato reducethe problem of fairnessproperties
to safety properties. While they alsoimplicitly employ the uni ed view of the
protocol, they do not useit explicitly to perform meta-reasoningabout the
protocol. Another di erence is that they also distinguish the intruder from
dishonestagerts (with varying degreesof corruption). Moreover, they ched
abuse-freenesfor the GJM protocol (while ASW is not designedto ensure
abuse-freeness).

Das and Dill [7] were the rst to descrike the automated analysis of a
cortract signing protocol, GJM, for an unbounded number of sessionusing
abstractionsand the model-cheder Mur' . Similar to our analysis,they focus
on the property of fair exdange.

Kremer and Raskin [11] focuson abuse-freenesand arguethat, under cer-
tain assumptions,eventhe ASW protocol is abusefree (while this wasnot one
of the original objectives of the protocol designers). To appropriately model
strategiesof maliciousagers and strategic advantagesover other agerts, they
use a gametheoretic method and alternating transition systems. They per-
form an automated analysisusing the model-cheker Mocha ; note that they
do not considermultiple runs of the protocol in parallel and adopt the strong
typing assumption®

There are seeral works (which do not focus on automated analysis) on

5 The strong typing assumption is a stronger restriction than bounding the messagesize
asit is doneby OFMC-FP; no similar restriction is necessaryfor OFMC.
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reasoningabout sud protocols and their guarartees,in particular optimism
and fairness[5,6]. The employed models are considerablymore detailed than
ours in that they explicitly usetime-outs and distinguish intruder and (dif-
ferert kinds of) dishonestagers. Also, here a similar view to ours is often
taken, though to our knowledgenot beenusedto reasonabout the protocol
and its objectives.

We adopt this uni ed view and useit explicitly to reasonabout the proto-
col's objectivesand thereby reducese\eral of them to standard authertication
and secrecypropertieswhich are easilydigestibleby many automated analysis
tools for which protocolslike ASW would previously have beenout of scoge.

Yet, asdescrikedin x5.1, evenunderthe uni ed view, the speci cation and
analysiswith existing protocol analysistools is challenging, in particular this
holds for the modelling of the trusted third party that maintains a data-base
of aborted and resol\ed cortracts.

Our analysisdemonstratedthe sameauthertication failures discussedin
[14] and alsorevealedthat a guarartee that one might intuitiv ely expect of
the protocol, objective (1a.), is in fact violated by the attack we presen. We
can, howewer, shav that, beyond theseproblems,the protocol is secure.

While we have focusedon ASW in our work to date, we are optimistic that
the bene ts o ered by the adoption of sud a uni ed view will be applicableto
similar protocolsaswell. In general,the meta-reasoningwve perform regarding
security objectives can help not only to better understand the objectives of
a given protocol, but, as we have seen,can also idertify potertial ways in
which seeminglycomplicated objectivescan be reducedto more standard no-
tions sudh as authertication and secrecy In this way, we hope to extend the
applicability of existing methods for the formal analysisof security protocols.
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