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1 Intro duction

Many security protocols have beenproposedto help build securedistributed systems. Given how
dicult it is for humansto predict all possibleways for distributed computation to proceed,it is
not so surprising that attacks have beenfound on many protocolsthat were originally believed to

be secure. Due to the subtlety of the problem, the use of formal methods for analyzing security
protocolshasbeengaining popularity. Theseinclude approachesbasedon processalgebras,e.g.[5,
14, 20, 25|, which support elegart models but lack a suitable logical languageto expressproto col
properties; model-cheding and related techniques, suc as[2, 3, 11, 22, 26], which are suitable for
automation but rely on simplifying assumptions(to yield nite models) and henceare di cult to

use reliably on di erent applications; special-purpose epistemic logics like BAN, e.g. [10], which
provide for high-level knowledge-basedormalizations of protocolsand their properties, but whose
semariics is complex, restricted, or simply lacking; and inductiv e theorem proving, like [24], which
are general,but require time consuminginteractive theorem proving by experiencedresearders.

In this paper, we report on our work-in-progresson the formalization of a suitable version of
temporal logic for communicating agerts which provides both an object level tool, where we can
specify and reason about specic protocols, and a metaleveltool for the compared analysis of
security protocol models and properties. Our starting point is the work of [15, 17], which focus
on the expressibility of properties from the local point of view of ead agert, and that we extend
in order to expressalso global properties. Besidesits very clean interpretation structures, which
provide a nice and intuitiv e model of distributed systems, our reasonsfor using this logic are
primarily threefold. First, its temporal dimension can be e ectiv ely usedto formalize and reason
about interleaved protocol executions;this is in cortrast to other approachesbasedon epistemicor
doxastic logics, which are not well-suited for reasoningabout sud interleavings but consideronly
single protocol executions. Second,its distributed dimension, with explicit agert identi cation,
supports formalizing the di erent security properties that the protocols have been designedto
achieve, such as secrecyof information and di erent notions of authentication between agerts.
Finally, it is well-suited for specifying communicating agerts in distributed systems.

Using the logic we are able to specify a protocol-independent distributed communication model,
on top of which protocols can be formally de ned and analyzed. For instance, we have used
the logic to analyze a number of protocols and properties the protocols are supposedto estab-
lish. In particular, we have analyzed the well-known Needham-Sbaroeder Public-Key Proto col
(NSPK) [18]. We have thereby beenable both to nd the usual man-in-the-middle attack to the
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NSPK and to show that authentication properties hold for the corrected version NSL (given by
Lowe to prevert the man-in-the-middle attack).

The principal aim of our work, however, is not merely the concreteanalysisof speci ¢ protocols.
Rather, our long-term objective is to useour logic as a metaleveltool for the compared analysis
of security protocol models and properties. Our logic provides a basisto rigorously investigate
general metalevel properties of di erent protocol models, by establishing modeling and analysis
simpli cation techniquesthat may contribute to the sound design of e ectiv e protocol validation
tools. In this regard, we believe that our logic can contribute to clarifying the conceptsinvolved
through a natural represenation of the underlying computational models. We anticipate se\eral
applications. The most direct consistsof a rigorous accourt of widely used simpli cation tech-
nigues, namely by reasoningabout (formally proving) the correctnessof widely usedsimpli cation
principles, like bounds on the number of principals involved, the adequacyof the intruder trace
as an abstraction of the hostile communication channel, step-compressionand other reduction,
abstraction and approximation techniques (see,for example,[1, 3, 4, 6, 9, 12, 16, 23]). A number
of promising preliminary results are described in [7, 8].

2 Distributed temp oral logic

DTL [15] is a logic for reasoningabout temporal properties of distributed systemsfrom the local
point of view of its agerts, which are assumedto executesequettially and to interact by meansof
syndronous evernt sharing. Distribution is implicit, making it easierto state the properties of an
ertire systemthrough the local properties of its componert agerts and their interaction. Herein,
we introduce a version of DTL tailored to allow also for the smooth spelling and proof of global
properties.

The logic is de ned in the context of a given signature of a distributed system,hd;fActigi2iq;
xfPropg2iqi whereld is a nite set (of agen identi ers) and, for eadh i 2 Id, Act; is a set (of
local action symbols) and Prop is a set (of local state propositions). The glokal languagelL is
de ned by the grammar

Lx=@I[Lilj?jL) L;

where the local languagesL; for eadhi 2 Id are de ned by
Li == ActijProp j?jLi) LijLiULijLiSLij@I[L;];

with j 2 Id. Locally for an agert, U and S are respectively the until and since temporal operators.
Furthermore, actions correspond to true statemerts of an agent when they have just occurred,
whereasstate propositions characterize the current local states of the agerts. Note that @[ ]
meansdi erent things depending on the corntext. If it is a global formula, it meansthat ' holds
at the current local state of agert j. If it is a local formula appearing inside an @ -formula, it
meansthat agert i hasjust communicated with agert j for whom"' held.

We can then de ne a number of other operators as abbreviations asusual,e.g.: ,>, ,",, ,
aswell as:

X' ?2 U’ next y DX> in the end

Y' ? S’ previous tY> in the beginning

F' > U’ sometimein the future F' " _F' now or sometimein the future

P > S' sometimein the past P " _P' now or sometimein the past

G' : F: ' alwaysin the future G' ' AG' now and always in the future

H' : P: ' alwaysin the past H' " ~H' now and always in the past

The interpretation structures of L are built upon adequate forms of Winskel's event struc-
tures [27]. A local life-cycle (of agert i 2 I1d) isa pair i = (Evi;! ;) whereEyv; is a set (of local
everts) and! ; Ev; Ev; isa(localsuccessoryelation suchthat ! ; de nes awell-foundedtotal

order of causality on Ev;. Of course,Ev; can be nite or innite, but it is always denumerable.



A local con guration of ; is any nite set ; Ev; suchthat if 2 ; ande! ; ethene2 ;.
We denote the set of all local con gurations of ; by ;. Clearly, every local con guration ; 6 ;
hasa maximum event that we denoteby last( ;). Moreover, for every local con guration ; 6 Ev;
there exists a unique next event next( ;), corresponding to the minimum event in Ev; n ;, suc
that ;[ fnext( ;)gis alocal con guration.
A distributed life-cycle is a fagﬂily = f igi2ig, Wwhere ; = (Ev;;! ;) is the local life-cycle

gf eadh agert i, sudthat ! = (" ;,,4 ! i) denesa partial order of causality on the setEv =

i21qg EVi of all everts. Note that ead evert may be sharedby seweral agerts at communication
points. Therefore, the condition that !  de nes a global ordering of the set of events amourts
to requiring that communication does not introduce cycles among the dierent local causality
orderings. A glokal con guration of is any set Ev sudh that if €22 ande! €°then
e2 . Wedenotethe setof all global con gurations of by . Clearly, every global con guration

cortains a local con guration jj = \ Ev; for eahi 2 Id. Moreover, givenE  Ev nite,
(E#) =fe’2 Evje®! efor somee2 Egisaglobal con guration. Givena global con guration

andE * | ( +E) standsfor [ (E #). If E = fegwe just write (e#) and ( + €). The following
lemma shows that the con gurations of any distributed life-cycle can be built by consecutively
adding everts.

Lemma 2.1 If ; 92 and Othen there existse2 °n suchthat [ feg2

An interpretation structure for L is a suitably labeleddistributed life-cycle,that is, atriple =
h; ; i where isadistributed life-cycle, =f ;j ;! 2Pr%ig;, 4 is an ager-indexed family
of maps that assaiate a local state to eac local con guration, and = f ; jEv; ! 2%%ig, 4,
with i(e) 6 ; and nite for every e 2 Ev;, is an agert-indexed family of maps that assaiate
a non-empty nite set of local actions to ead local event. We can now de ne the satisfaction
relation at a given global con guration  of

; @rilif; j i'; ; 67?; and ; y if; 6 or; ,

where local satisfaction is de ned by

;i jactif {6 ; and j(last( ;)) = act;

s ipifp2 (i)

;1607

o) if ; 16;" or; i i ;

;i i U if there exists °2 ; with ;  ®Psuchthat ; % ; ,and; 2 ;' for

every 2 jwith ; 0

;i i S if there exists 2 ; with 2 ;sudthat ; 2 ; ,and; ? ;' for

every 22 ;with 2 0 ;and

;i @[ ]if 65, last( ) 2 Ev; and ; (last( i) #)j; ;.
As usual, we say that is a model of L if ; for every global con guration of and

every 2 .
We now presert someuseful lemmasabout the logic.

Lemma 2.2 (Lo cal prop erties) Let' 2 L; bealocal formula and an interpretation structure.
If ; 92 aresuchthat j; = Y then ; @[ Jifandonlyif ; °© @[ ]

In the sequel,if ' 2 L; doesnot include @ subformulas then it is called a private formula.
Furthermore, if ' is also free of the temporal operators U and S then it is called a state formula.
The following is a useful lemma concerning private formulas.



Lemma 2.3 (Priv ate prop erties) Let' 2 L; be a private formula and ; © interpretation
structureswith ;= 2% If 2 and °2 Caresuchthat jj= Yithen; ; @[ ]if andonly
it 57 all

The logic allows us to state the following invariance rule for global properties.

Prop osition 2.4 (Global invariance rule) Let 2 L be a glokal formula, an interpretation

structure and 2  a glokal con guration. If both ; ,and ; © implies ; °[ feg
for every °2 ande2 Evn 9suchthat Oand °[ feg2 ,then; © for every 02
such that 0

For local state properties, the invariance rule can be stated in the following more familiar way.

Prop osition 2.5 (Lo cal invariance rule) Let' 2 L; be a local state formula, an interpre-

tation structure and ; 2 ; a local conguration. If both ; ; ; ', and ; i° i ' implies
. O fnext( 9g ' for every 22  suchthat ; 9( Ev;, then; 2 ;' for every ?2
suchthat ; O or equivalently, ; ; |G '.

Hence, isamodelof @[ ]if andonly if isamodelofboth @[ ) 'Jand @[(' * X>)) X'],
or equivalertly, @[(" ™ Xact)) X']for every act2 Act;.

3 The network model

We provide the speci cation of a genericopen network where agenrs interact by exchanging mes-
sagesthrough an insecure public channel. A network signature is a pair hPr; Nami, where Pr
is a nite set of principal identiers A;B;C;:::, and Nam is a family f Namaga2pr Of pairwise
disjoint nite sets of names corresponding to the possible aliasesused by ead principal (the
importance of aliaseswill becomeclearer belcwS We write A®to denote a name used by principal
A. By abuseof notation, we alsouseNam = ,,,, Nama. Furthermore, we assume xed two
sets Non and Key of \numbers" that can be used as nonces and keys respectively, and whose
members we denote by N and K, possibly with annotations. In general, we assumethat seweral
kinds of keys can coexist and that ead key K hasits own inversekey K 1. Messageswhich we
denote by M possibly with annotations, are built inductively from atomic messagegnamesand
\n umbers"), by concatenation (_;_), which we assumeto be assaiative, and encryption under a
key K (f _gk ). The set Msg of messagess thus de ned by

Msg::= Namj Nonj Keyj Msg;Msgj f Msggk ey :

Given a network signature hPr; Nami, we obtain a distributed signature by taking Id = Pr ]

f Chg, where Ch is the communication channel (usedto model asyndhronous communication), and
letting the local alphabet of ead agert (the principals and the channel) be de ned as follows.
The signature of a principal A requires actions Acta and state propositions Prop,, where Acta
includes

sendM ;B9 | sendingof the messageM to B

rec(M) | reception of the messageM ;

spy(M) | eavesdroppingof the messageM ; and

noncgN) | generation of the fresh nonceN,

and Prop, includes
knows(M ) | knowledge of the messageM .

For the channel Ch we do not require any state propositions, i.e. Propgs, = ;, Whereasthe actions
Actcp include

in(M; A9 | arrival at the channel of the messageM addressedio A%



out(M;A9 | delivery of M from the channelto principal A; and
leak | leaking of messages.

In the network model, principals can send and receive messagesat will, always through the
channel. If the principal A sendsa messageto B then the messagesynchronously arrives at
the channel, where it is stored for future delivery to B. If delivery ever happens, it must be
syndhronized with the corresponding receive action of B. However, principal A can only sendM
to BOif A knowsboth B%and M . As usual, the knowledgeof principals is not static. In addition to
their initial knowledge, principals gain knowledgefrom the messageshey receive and the nonces
they generate. Principals may also spy on messageseing leaked by the channel and learn their
cortent. We do not allow principals to explicitly divert messagesbut we also do not guarantee
that messagesleliveredto the channel are ever received.

To ensurethat principals do not learn message$n an ad hoc fashion, we specify that the knows
propositions only hold where strictly necessary We follow the idea underlying Paulson'sinductiv e
model [24], in accordancewith the usual assumption of perfect cryptography. We restrict attention
to thoseinterpretation structures sud that, for every principal A, the following condition holds
for all messaged and global con gurations 2 sudthat ja 6 ;:

K A knows(M) i
M 2 synth(analyz(fM°j ; A (Yknows(M %) rec(M9 _spy(M?% _ noncegM 9g)) ;

where analyz and synth are the functions represerning how principals analyze or synthesize mes-
sagesfrom a given set of messagegsee,e.qg., [24]).

To guaranteethe freshnessand uniguenessof the noncesgeneratedby ead principal, we further
require the axioms

(N1) @u[nonceg(N)) Y, knows(Mn)],
(N2) @n[nonce(N)])  goprnrag @[ knows(My)],

where My rangesover all the messagesontaining the nonce N. Togetherwith (K) , (N1) and
(N2) guarantee that every nonceis generatedat most once,if at all, in eadh model, and always
freshly (taking also into accourt the initial knowledge of all agerts). The speci cation of the
network model also comprisesa humber of axioms that characterize the behavior of the channel
and of ead principal A 2 Pr:

(C1) @n[in(M;A%) 5,p, @s[sendM;A)];

(C2) @cn[out(M;A9Y) Pin(M;A9)]; and

(C3) @cn[out(M;A%Y) @n[rec(M)]],

(P1) @u[sendM;B9) Y(knows(M )" knows(B9)];

(P2) @[sendM;B9) @en [in(M; BOII;

(P3) @nlrec(M)) @nl aconamyyPut(M; A9

(P4) @u[3py(M)) @enlleak™ P g oy in(M;BIL

(P5) @\[ BZPrang: @[>]]1 and

(P6) @a[noncegN)) : @n[>]].

The channel axioms (C1{C3) are straightforward. They state that a messageaddressedto A°
only arrivesat the channel if it is sert to A® by someprincipal B; that the channel only delivers
a messageo ACif such a messagefor A° has previously arrived; and that if the channel delivers
a messageo A°then A receiwesit. The principal axioms are also simple. (P1) is a precondition
for sending a message stating that the sendermust know both the messageand the recipient's
name beforehand. The next three formulas are interaction axioms. (P2) and (P3) state that
the sendingand receiving of messagestespectively, must be sharedwith the corresponding arrival
and delivery actions of the channel. (P4) guaranteesthat a spied messagemust have arrived
at the channel, addressedto some recipient. The two nal axioms limit the possible amourt
of interaction: (P5) guaranteesthat principals never communicate directly (only through the
channel), and (P6) statesthat noncegenerating actions are not communication actions.



4 Proto col modeling and analysis

Protocols are usually informally described by short sequenceof messageshat are exchangedby
principals in order to achieve particular security goalsin open, hostile environments. We illustrate
protocol modeling on top of our network by using a standard example: the (a wed) simpli ed
Needham-Saroeder Public-Key Protocol NSPK [18], which we presert asthe following sequence
of messageexchange steps.

al b : (n1): fngagk,
b! a : (n2): fni;naok,
al b . fnngb

In this notation a and b are variables of sort nhame that denote ead of the roles played in one
execution of the protocol, and n; and n, are variables of sort nonce. The arrows represern
communication, from senderto receiver. The parenthesizednoncespre xing the rst and second
messagesxdangessignify that these noncesmust be freshly generated before the subsequeh
messagaés sert. Moreover, it is assumedthat an underlying \infrastructure" of public and private
keys exists: K, represerts the public key of a, whoseinverse key should be private, i.e. known
by no one but the principal using that name. Although other possibilities could be easily added
to the model, we refrain from doing so here, for simplicity, and assumethat these are the only
existing keys.

Formalizing a protocol like the above involves de ning the sequencef actions (send rec,
and nonce) taken by honest agerts executing the protocol. Namely, for ead role, we formalize
the actions taken and the order in which they must be taken. In the caseof NSPK there are
two roles: an initiator role Init, represeried by a, and a responder role Resp, represeried by b.
Given distinct namesA°® and B, of principals A and B respectively, and noncesN; and N, the
role instantiations should correspond to the execution, by principal A, of the sequenceof actions
run," (A% B%Ny; Ny):

tnonce(N1):send(f N1; A%k , o; BY:rec(f N1; Nogk , o) :sendf Nogk , o; BOi;
and to the execution, by principal B, of the sequencerung °*®(A% B% Ny; Ny):
trec(f N1; A%k , o) :nonce(N2):sendf N1; Nogk , o; A%:rec(f Nogx , o)i :
If runiy (M) = hact; :::act,i then we can considerthe local formula rolely (M ):
act, » P(act, 1M P(:::MPacty):::):

For example, it should be clearthat ; @a[rolei™ (A% B2 N;1;Ny)] if and only if A hasjust
completedat the required sequenceof actions.

4.1 Honesty

Wetake an external view of the system, supported by the one-intruder reduction reported in [7, 8],
and consider a protocol signature to be a triple hHn; fZg; Nami where Hn is the set of honest of
principals and Z 2 Hn is the intruder, and HHn[ fZg; Nami is a network signature such that every
honestprincipal hasexactly one name and never plays two distinct rolesin the sameprotocol run.
Without lossof generality, we assumethat Nama = fAg for every A 2 Hn. We assumealso that
the private key of ead honest principal is initially only known by that principal. This can be
achieved by the axioms (Keyl) and (Key2) below, where A 2 Hn:

(Keyl) @[ ) knows(K ,h)]; and
(Key2) @s[ ) : knows(M)], for every B 2 Pr nf Ag and M containing KAl.

Models of a protocol will be those network modelswhere, furthermore, all honestprincipals follow
the rules of the protocol. That is, for every A 2 Hn, if the local life-cycleof Aise; ! A e ! a



es! a :::,thenthe corresponding (possiblyin nite) sequencefactionsh a(e1): a(e): a(es):::i
must be an interleaving of pre xes of possible protocol runs, but using distinct fresh noncesin

ead of them. In the caseof NSPK, this meansthat the life-cycle of an honestagert must be built

by interleaving pre xes of sequencef the form run™ (A; B N1;N2) or runf*P(B% A: N1; Ny),

such that no two initiator runs can have the sameN1, no two responder runs can have the same
N2, and the N of any initiator run must be di erent from the N, of any responder run.

4.2 Security goals

The aim of protocol analysisis to prove (or disprove) the correctnessof a protocol with respect
to the security goalsthat it is supposedto achieve. For instance, secrecy of the critical data
exchanged during an execution of the protocol among its participants is certainly a goal to be
achieved. In addition, an honestprincipal running the protocol should be able to authenticate the
identities of its protocol partners through the examination of the messagese receives. Below, we
show how to formulate the required secrecyand authentication goals of protocolsin the general
case,illustrating them by meansof the NSPK protocol.

As usual, we call an attack to the protocol, and specically to a given security goal, any
protocol model and con guration for which the formula expressingthe goal doesnot hold. Let
us start with secrecy

Secrecy We canformalize that the message@ a nite setS will remain a sharedsecretbetween

formula seck:

N A A
@, [P roley, (M)]) @ [: knows(M)]:

i=1 B2PrnfAi;;AjgM2S

Of course, this property can only be expected to hold in particular situations. Assumethat all
the participants in a complete run of the protocol are honest. One should then expect that the
\critical* noncesgeneratedduring that run will remain a secretsharedonly by the participating
principals. Indeed, being honest, they will not reusethose noncesin further protocol runs. Using
the logic, we can ched the property sectk (M) for the relevant set F of fresh nonces. In the case
of NSPK, this would amourt to requiring seckn, .n,q(A; B;N1;N2), with A and B both honest.

Authen tication  There are many possible shadesof authentication (see,e.g., [19]). However,
most authors agreethat authentication should be expressedas somekind of correspondenceprop-
erty betweenthe messagesn agert receivesin a protocol run and the messageghat other par-
ticipants of the samerun are supposedto send. The typical authentication goal statesthat if an
honest principal A completeshis part of a run of a protocol in role i, with certain partners and
data, then it must be the casethat these partners have also beenactively involved by sendingto
A the messageshat he received. The property that A authenticates a partner B in role j at step
g of the protocol can be de ned in our logic by the formula auth)ig (M), which is

@n[roley (M)]) @ [P sendM;A)];

assuming that the protocol step q requires that B, in role j, sendsmessageM to A, in role
i. We should therefore require auth',igg (M) to hold wheneer step q is consideredessetial. In
the caseof NSPK, we could require for honest A acting as initiator, the authentication of the
responder at step 2 using auth'A'?g; Respi2(A; B% Ny;N,), and for honestB acting as responder, the

authentication of the initiator at step 3 using authgfjp;'”" 3(A%B;N1;N>). The latter fails in the
man-in-the-middle attack to NSPK [18], as we explain below.



4.3 Analysis

To evaluate the cogencyof our approac, we have analyzed the well-known Needham-Sbroeder
Public-Key Protocol (NSPK) and the protocol NSL, the correctedversiongivenby Loweto prevent
the man-in-the-middle attack on NSPK [18]. We have applied our logic to theseand other similar
examples,and have thereby beenable both to:

nd the usual man-in-the-middle attack to NSPK (which results from the failure of the proof
of the mertioned authentication formula), and

show that the authentication properties hold for NSL.

A detailed account of our analysisof theseand other protocolsand properties canbe found in [7, 8].

5 Conclusion

We have been applying our logic also to investigate general metatheoretic properties of the un-
derlying protocol models and model simpli cation techniquesthat may contribute to the sound
designof e ectiv e protocol analysistools. Suc results also help simplify the underlying protocol
model and thereby simplify the analysis of properties such asthe onesconsideredin the previous
section. Namely, in [7, 8], we prove a general lemma about secret data that is similar to the
secrecytheorems of [13, 21]. We also obtain soundnessand completenessresults, with respect
to typical security goals, for two model-simpli cation techniques: one intruder is enough in the
lines of [12], and the predatory-intruder, a bound on the behavior of the intruder that goesin the
direction of the trace models usedin practice, e.g. [24]. While these results, mutatis mutandis,
have already beenshown for other particular formalisms, our logic provides a meansfor proving
them in a generaland uniform way, within the sameformalism, which opensthe way for further
general investigations. Our formalization has also allowed us to clarify aspects of these simpli -

cation properties that are often neglectedor cannot be speci ed in the rst place (e.g. concerning
principals' identities and the way security properties are established). We have also begun ap-
plying our logic to other metatheoretical investigations, such as the developmert of appropriate
partial-order techniquesthat may reducethe (potentially in nite) state-spaceexploration involved
in model-cheding protocol properties (cf. [3]). This is work in progressand the rst results are
promising.
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