A Tool helping to Design
Cryptographic Protocols

Laurent Vigneron

LORIA — Université Nancy 2 — CNRS

Universita di Genova ETH Zurich Siemens AG

Information Society Au I ’ i A
Technologies

Automated Validation of Internet Security Protocols and Applications
Shared cost RTD (FET open) project IST-2001-39252




AVIS?A

Motivation

e [ he world is distributed:

— Our basic infrastructures are increasingly
based on networked information systems.

— Business, finance, communication, transportation,
energy distribution, entertainment,

Alice — Bob@Bank: “Transfer 100€ to account X"

Bob@Bank — Alice: “Transfer carried out”

— How does Bob know that he is really speaking with Alice?
— How does Bob know Alice just said it?
— Confidentiality, integrity, accountability, non-repudiation, privacy, .. .7
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e Protocols essential for developing
networked services and new applications.

e Security errors in protocol design are costly.

Money: security updates are costing hundreds of millions $ /€.
Time: protocols are delayed by years.
Confiance: eroding confidence in Internet Security and new applications.
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Motivation

e The number and scale of new security
protocols under development is out-pacing
the human ability to rigorously analyse
and validate them.

e To speed up the development of the next
generation of security protocols and to improve
their security, it is of utmost importance to have

tools that support the rigorous analysis of security protocols
by either finding flaws or establishing their correctness.

e Optimally, these tools should be completely automated, robust, expressive, and
easily usable, so that they can be integrated into the protocol development and
standardization processes.
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The State of the Art. ..

e Several (semi-)automated protocol analyzers have been proposed,
BUT automatic analysis limited to small and medium-scale protocols, e.g.:

Mutual authentication protocol (NSPK): 1. A — B: {Na, A}k,
2. B— A: {Na,Np}k,
3. A— B: {NB}KB

“This is Alice and | have chosen a nonce N 4."”

“Here is your nonce N 4. Since | could read it,
| must be Bob. | also have a challenge N for you.”

“You sent me Npg. Since only Alice can read this,
and | sent it back, | must be Alice.”

but often wrong!
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Man-in-the-Middle Attack
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B believes he is speaking with A!
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What went wrong?

e Problem in step 2: B — A:{Na,NB}tk,
Agent B should also give his name: {Na, Np, B}k,

e |s this new version correct now?
.. . against this or other kinds of attacks?

Use formal methods (and automated tools)!
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The State of the Art. ..

e Several (semi-)automated protocol analyzers have been proposed,
BUT automatic analysis limited to small and medium-scale protocols.

— For example, Clark/Jacob protocol library:

NSPK, NSSK, Otway-Rees, Yahalom,

Woo-Lam, Denning-Sacco, . ..

— Most tools come with their own

specification language and
user interface.

— Scaling up to large-scale Internet
security protocols is a considerable
scientific and technological challenge.
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...and beyond: the AVISPA Project

e A rich specification language for formalising industrial strength security protocols
and thier properties.

e Advance state-of-the-art analysis techniques to scale up to this complexity.

e An integrated tool supporting the protocol designer in the debugging and
validation of protocols via a uniform and user-friendly interface.

—> AVISPA Tool

e Tool assessed on a large collection of practically relevant, industrial protocols
—> AVISPA Library

e Migration of this technology to companies and standardisation organisations.
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AVISPA Tool

e Push-button security protocol analyzer.

e Supports the specification of security protocols and properties by means of a
rich protocol specification language.

e Integrates different back-ends implementing a variety of state-of-the-art auto-
matic analysis techniques.

e User interaction facilitated by:

— XEmacs mode.
— Web interface.

A state-of-the-art (for level of scope and performance), integrated en-
vironment for the automatic analysis and validation of Internet security
protocols.
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AVISPA Tool: Web Interface

e L'outil AVISPA est librement accessible a |'adresse:

http://www.avispa-project.org

e [ he interface features:

— A simple editor for HLPSL specifications.
— Basic/Expert user modes.
— Attacks are graphically rendered with message-sequence charts.
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